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Executive Summary

Based on the previous research findings of the E-CRIME project and the most recent cybercrime
literature, this report proposes a number of new law and policy measures to deter and manage
cybercrime in the selected non-ICT sectors at member state and European levels. As an extension of
the policy and law analysis of Deliverable 3.2, the proposed recommendations reflect the most recent
cybercrime landscape, the relevant new technology tendencies, and the cybercrime regulation
developments since the submission of Deliverable 3.2 in March 2015. The central purpose of this
report is to review the most recent policy and law developments in cybercrime governance, and to find
out which general strategic approaches and practical measuapedd be taken into consideration in

tackling cybercrime against the EU’s increasingly complicated political and legal background.

To achieve these purposes, this report unfolds its discussion and analysis in the following seven
sections. The first Section introduces the background and major purposes of this research report. The
second section briefly recalls the previous research findings of the Project’s four work packages.
Section 3 then outlines the most recent cybercrime landscape with incoming megatrends, as well as
their accompanying new challenge relating to the European Union. Section 4 then provides a detailed
update of the policy and law developments governing cybercrime since the submission of Deliverable
3.2. Section 5, based on the research findings presented in Deliverables 3.2, 7.1 and 6.2, discusses a
number of general policy strategies and their related practical measures that can be generally applied
to five specific non-ICT sectors selected by E-CRIME project, namely: healthcare, financial services,
retail, transportation and energy. In light with this, Section 7 assesses the potential impacts of those
policy recommendations in each selected sector, and other sector-specific policy recommendations
from the economic, social and human rights aspects. Section 7 makes a short summary of this report

for a quick grasp of the major research findings.

In light of the research findings of the E-CRIME project, the European Union has already established
a legal framework to tackle escalating cybercriminal activities in the context of the Digital Single
Market Strategy (DSM) in order to embrace the promising Digital Age. This legal EU framework
consists of multiple hard laws such as the Cybercrime Convention, the NIS Directive, and the
Directive on attacks against information systems, and numerous soft law documents, ranging from
Commission Communications, to Parliament Resolutions, to council framework decision, and to
strategic policies, which directly address issues relating to cybercrime and cybersecurity. This legal
framework also contains other law and policy documents that are indirectly related to cybercrime
including the EU E-privacy Directive (2009/136/EC), Council Framework Decision on combating
fraud and counterfeiting (2001/413/JHA), General Data Protection Regulation (2016/679) and the
Directive 2016/680 for data protection in the police and justice sectors, etc. Under this EU cybercrime
legal framework, many institutional platforms have been established for enhancing cooperation within

the EU, such as expert groups, national CERTs (Cyber Emergency Response Teams), the related Pan-

Version 31 January 2017 E-CRIME Deliverable 8.3 Page 4 of 68



EU co-operation network, and so on. This cybercrime legal framework has already covered most
challenging issues in view in fighting cybercrime with solid, essential law and policy grounds, and
what’s the most needed is their full implementation and compliance.

In view of the present political context and cybercrime landscape, we recommend the adoption of a
general, new cybercrime strategy: to make hard law really hard and soft law much sofférst off,
certainly this does not mean a status quo approach. This means that the EU authorities, together with
Member States, should take positive steps to focus on the strict implementation of existing EU
cybercrime laws and policies, making the best use of present platforms and institutions to achieve
multiple purposes including information and best practices sharing and enhancing cooperation among
different players. Further, we recommend that fighting cybercrime needs systematic, long term efforts
from all players in the cyber ecosystem, especially players from the ICT sector to comply with the
principles of “privacy by design” and “security by design”. Since products and services with lowered
price and better security quality will improve the cybersecurity of non-ICT sectors in systematic ways.
By making soft law much softer, we mean regulatory measures in cybersecurity shall be made less in
hard law forms, but more in forms of standards and guidelines in the context of self-regulation or/and
co-regulation, giving private sectors more choices and freedom for innovation to adapt to diversified
national circumstances. Further, we also recommend that prevention of cybercrimshould be the
policy priority for both ICT and non-ICT sectors in the context of creating a cybersecurity culture
across the EU, which is listed as one of the basic goals of the NIS Directive.

The above proposed measures are both sector-dependent and sector-specific, since each non-ICT
sector depends on ICTs in diversified ways for providing different services and products. The
application of the above-listed general policy guidelines and principles in each selected non-ICT
sector, as well as other related concrete sector-dependent policy and law proposals, will be further
discussed in Section 6. Their economic impacts also will be assessed in light of the data and research

findings available to this research.
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1. Introduction

The principal aim of Deliverable 8.3 is to identify “if new legal and policy measures, as well as new
responses, should be adopted at Member States and European level to deter and manage cybercrime in
each of the selected non-ICT sectors by E-CRIME project”, * namely, the health sector, transport
sector, financial service sector, energy sector and retail sector. In other words, the central task of this
report is to locate and propose up-to-date policy and legal measures to enhance regulatory innovation
and development in the context of escalating, challenging cybercrime in the EU which is threatening

both the selected sector and the interests of EU citizens.

For this purpose, there is the need to locate the regulatory gaps, which are always in flux, between the
changing EU cybercrime landscape and EU policy and law developments. The E-CRIME project has
designed WP3, WP4, WP7, and WP6 respectively to carry out that task collaboratively. It has made
insightful research findings in each of the Deliverables. This includes detailed analyses of the EU
cybercrime scenario in the selected non-ICT sectors, the most recent cybercrime counter-measures, a
new economic impact model of cybercrime and an assessment of the economic cost of cybercrime, EU
policy and law developments, (gaps) in cybercrime regulation, cybercrime opportunities, etc. Since the
submission of these deliverables in early 2015, it is in no doubt that cybercrime in the EU has evolved
in multiple ways and thus posits fresh, dynamic challenges, and that new policies and regulatory
measures have been taken and implemented by EU and Member States’ authorities to tackle growing
cybercrimes in the selected non-ICT sectors. The dynamic between the new EU cybercrime realities
and law and policy developments has been bringing new challenges to EU regulatory authorities and
the selected non-ICT sectors. They need to be addressed by exploring new policy and law measures

and innovations that can adjust to new circumstances.

In this context, this Deliverable, which takes the form of a research report, will first review the
research findings of Deliverable 3.2 briefly in Section 2 to introduce which aspects of EU cybercrime
law and policy frameworks should be the focus of this research after the submission of Deliverable
3.2, as well as the regulatory opportunities outlined by Deliverable 7.2. Then Section 3 will exam the
meta-tendencies of cybercriminal activities and the related new, rising threats that must be taken into
consideration in policy and law making process. Following that, Section 4 will discuss the major
developments in the EU’s cybercrime law and policy framework since early 2015, ranging from new
EU cybersecurity strategies, to EU law transposition, to a variety of relevant policy documents (as
non-binding soft law measures), to recent EU regulatory proposals and activities, to new institutions or
agents of regulatory, advisory or consultant in nature. This review is supplemented by a reflection on

other counter-measures and activities adopted within the EU, and improved international cooperation.

! See E-CRIME Project Workplan table, WT3: Work package description, pp. 26-27.
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Taking into consideration the previous law and policy gaps, the new cybercrime landscape and the
past year’s policy and law development in the EU, this report will propose a number of general law
and policy recommendatioms Section 5 from a strategic perspectivéo reflect the desired regulatory
means and innovations for adapting to the new cybercrime landscape, as well as the EU’s complicated
legal and political realities. The new strategic approaches or suggestions come equally from a
synthesis of the E-CRIME project’s research findings from each of the selected non-ICT sectors, and
from other important, up-to-date cybersecurity studies from EU authorities and private institutions
addressing various cybersecurity issues. The listed general strategic suggestions will be further
explained in detail in Section 6, which discusses the matching counter-measures and recommendations

applicable to each selected non-ICT sector.

Furthermore, another equally important aim of this Deliverable is to assess the potential multiple
impacts of the suggested regulatory measures and innovations on individual rights and other social
values in each selected non-ICT sector. The assessment will be conducted by a trial application of the
economic impact model developed by WP 6, in order to optimize the trade-off between cybersecurity
and the protection of individual rights and related social values. To record the research findings of the
assessment and the trade-off between different values is the major task of Section 6. In addition, this
section tries to make such assessment based on the updated cybercrime/cybersecurity landscape of
each selected non-ICT sector since 2015.

As a collaborative work, this research report is based on a variety of findings from multiple work
packages and their deliverables, including, for instance, the counter-measures analysed in WP3, the
opportunities and policy proposals proposed by WP7, the economic costs of cybercrimes and impact
models of WP6, empirical findings of cybercrime in selected sectors by WP4, etc. Further, this report
tries to bring its research most updated to reflect the most recent cybercrime realities and policy and
law developments in the EU. It will take a much broader view and engage with a larger research scope
by drawing insights from other important, and most recent research findings from various related
studies, for instance, ENISA, Member States’ cybersecurity centres such as the Dutch National Cyber
Security Centre (NCSC), NATO, EU authorities including DG for internal policies, and other
international institutions like the ITU (the International Telecommunication Union), as well as other

open data like news reports, academic works, blogs, etc.

With regard to the policy impacts of the policy and law recommendations and innovations, there is no
empirical data available to gauge the actual impacts under the economic impact model proposed by

Deliverable 6.1. This report only makes qualitative assumptions to cover the major impacted fields.
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2. Outlining previous findings of the E-CRIME Project

Deliverable 3.1 first defined the criteria to assess anti-cybercrime technologies and best practices. It
further evaluated selected anti-cybercrime technologies and best practices. It concluded that through a
general process of trial and error, large and highly profitable non-ICT organizations can work through
a wider range of options until they achieve an optimal solution based on their risk appetite. The
different pathways of cybercrime were also discussed to highlight four scenarios of prevailing
cybercrime. However, this is not the case for typical SMEs that are a backbone of the EU economy.
For these, a flexible set of criteria such as the ones proposed within this Deliverable can aid in the

selection, or at the very least short-listing, of anti-cybercrime technologies and best practices.

Deliverable 3.2 that focused on exploring the gaps of the EU cybercrime policy and law development
pointed out that many categories of cybercrime can be prevented by good network and information
security measures. A detailed review of cybersecurity law and policy documents of this research
indicated that there already exists a legal framework in place covering the majority of cybercrime
issues. However, a number of limitations of or gaps in this framework remain problematic. This
includes a) fragmentation of the regulatory framework; b) jurisdictional difficulties; c) limitations of
the Cybercrime Convention in terms of procedural and substantive matters; d) law enforcement
difficulties; e) limitations in enforcement initiatives for reasons such as lack of capacities and

resources and costs of investigations.>

Deliverable 3.2 recommended five major points for improvement in view of the policy and law
circumstances at the time of its submission in March 2015. It suggested that the E-CRIME project
needs to further identify: a) opportunities to improve the use of data processing and exchange to
increase the prevention, detection, investigation and prosecution of cybercrime; b) best practices in
law enforcement and data exchange; c) weakness in current legislative frameworks; d) opportunities
for introducing new effective safeguards to strengthen data protection; and e) how to achieve the right

balance between data protection and law enforcement priorities.

Based on the findings of the other WPs of the E-CRIME project, Deliverable 7.1 identified
opportunities for deterring and managing cybercrime including technology, regulation, coordination,
risk management, and awareness and trust initiatives. This deliverable proposed a very wide range of
specific recommendations for different players in the cybercrime eco-system, judging from the
cybercrime scenarios at its time of drafting. Those that are most closely related to the present report
include, in general terms: promoting the training of judicial staff, users and industrial employees,
enhancing public-private partnership within and beyond the EU, improving inter-and-intra cooperation
between the judicial, industrial and regulatory sectors in fighting cybercrime, capacity building of Law

Enforcement Agencies, facilitating information sharing and dissemination, streamlining the

2 Deliverable 3.2, pp. 67-73.
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cybercrime investigation procedures to remove the obstacles in cybercrime investigation, including

accessing and preservation of e-evidence, etc.

Above is a very brief outline of the research findings of the major WPs of the E-CRIME project up
until the first half of 2015. However, it remains an open question whether these observations and
findings may still remain true of the constantly evolving cybercrime realities and the moving EU
policy and law developments with the project approaching its last stage. There is the genuine need for
re-reviewing the shifting EU cybercrime landscape and policy and law progress, exploring new

regulatory gaps, before reaching final concluding remarks.
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3. Escalating cybercrime challenges and a shifting landscape

Since early 2015, cybercrime has been on the rise across the world and evolved with new ICT
developments. According to Europol’s 2015 report on the internet organized crime, cybercrime in
2015 turned out to be more aggressive, hostile, and confrontational than before. Cybercrime boosted
the increasing psychological impact of fear and uncertainty, and contained an extremely diverse range
of criminality.® Europol’s 2016 report further depicted a worsening scenario of internet organized
crime. The additional increase in crime volume, scope and financial damage combined with the
asymmetric risk that characterizes cybercrime has reached such a level that in some EU countries
cybercrime may have surpassed traditional crime in terms of reporting.* The report also found that the
boundaries between cybercriminals, Advanced Persistent Threat (APT) style actors and other groups
continue to blur.® The most reported key threats from 2015 did not change, such as top ransomware
and banking Trojans, card present frauds, phishing campaigns, DDoS attacks, the use of
cryptocurrencies, use of anonymity and encryption tools for hiding, and the use of Darknet and P2P
networks.® The majority of reported attacks are neither sophisticated nor advanced, many forms of
attacks work just because of a lack of digital hygiene, security by design, and user awareness.” Data is
still the key commodity for cyber criminals. Not procured for immediate gain, data is more often used
for more complicated fraud, encrypted for ransom, or used directly for extortion. Another noticeable
development is the increased use of mobile malware which is characterized by the complexity seen in
PC malware, and which has broken through to the public domain.?

To better understand this changing landscape of cybercrime and related challenges in order to seek
effective, innovative regulatory measures, it is necessary to understand the new developments in
cyberspaces and the related ICTs that constantly shape cybercrime. Any policy design and initiative,
though end-specific, must have certain generality and bear forward looking insight to keep up with the
general circumstances of the cyberspace ecosystems.® Policy and law making shall respond to both
present and future challenges with innovative measures that only come with cross-disciplinary,

forward looking views beyond a seeable scope.

To this end, Bert-Jaap Koops outlined seven megatrends that have the potential to change the ways in
which cybercrime and cyberterrorism can occur and be combated. Most importantly, the internet now
becomes the backbone of everything in society, i.e., the sectors taken as critical infrastructures

including healthcare, energy, financial services, retail, and transportation. The datafication of

8 Europol, “The Internet Organised Crime Threat Assessment (IOCTA) 2015,” 7, accessed November 30, 2016,
https://www.europol.europa.eu/activities-services/main-reports/internet-organised-crime-threat-assessment-iocta-2015.

4 BEuropol, “The Internet Organised Crime Threat Assessment (IOCTA) 2016,” 2016, 7, https://www.europol.europa.eu/activities-
services/main-reports/internet-organised-crime-threat-assessment-iocta-2016.

% Ibid., p. 7.

® However, it must be pointed out that some technologies and notions/concepts referenced in the above context can have their legitimate
grounds and justifications such as to achieve anonymity, privacy, or freedom of speech.

" Ibid., p. 8.

8 Ibid., p. 20.

9 A basic requirement from rule of law, a fundamental value much cherished by the EU legal order, is generality and predictability in law and
policy making. See, for example, Lon L. Fuller, The Morality of LawRevised (Yale University Press, 1969).
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everything (especially in the case of big data and analytics) may create potential abuse or criminal use
of data and the gradual erosion of privacy as a result of governments taking up the challenge of
cybercrime and cyberterrorism. The growing use of automatic technologies (robotics & neuro-
technologies) as smart tools responding to environmental stimuli, creates more vulnerabilities for
malicious attacks and in relation to malfunctioning and natural disasters. The shift in focus of human
life from the physical world onto a hybrid of both online and offline spaces: the so-called online
world. The significant influence of IoT and IoP (Internet of People) is that the weakest link of an
institution at a small scale and an industry at a large scale is the weakest point of any connected

devices that can be compromised and abused for cyber-attack.*

A further general tendency is witnessed in the pacing up shift of crime and terrorism into cyberspace
and the rise of the fourth generation of cybercrime in attacks on 10T and IoP.!* An extra significant
cybercrime tendency that deserves more policy focus is the growing cross-border, especially cross-
continent, criminal activities that are possibly conducted by transnational criminal gangs or national
state-backed hackers. Cross-border cybercrime is hard to detect and investigate in terms of acquiring
evidence, and faces difficulties with holding criminals accountable given lack of mutual judicial
assistance arrangement. A telling example of the shifting landscape is the fact that health sector,
energy sector and transport sector more and more become cyber-attack targets, while the financial
services sector remains a popular target.!> Although there is no systematic study of the EU’s retail
sector, there is evidence that attacks on this sector has been on a noticeable rise, such as the breach of
popular point-of-sale services.™ It is also noticeable that the retail sector ranked in the middle in terms
of the average costs of a cybercrime breach in the U.S. according to a recent cost of cybercrime study
by the Ponemon Institute and Hewlett Packard.!* ENISA’s 2016 report also revealed that the

accommodation and retail sectors are common targets for the sake of their rich credential data.’®

Cybercrime has become a global political and diplomatic focus. As the world’s second largest
economy, China just approved a new cybersecurity law despite widespread western opposition to fight
against growing cybercrimes.'® Canada, in addition to the 2014 Anti-spam legislation (CASL),
adopted the Protecting Canadians from Online Crime Act on March 10, 2015. It grants law

enforcement forces with special investigative powers to take action against internet child sexual

10 Matt Burgess, “Chinese IoT Firm Recalls 4.3 Million Connected Cameras after Giant Botnet Attack,” WIRED UK accessed December 19,
2016, http://www.wired.co.uk/article/internet-down-dyn-october-2016.

11 Koops, Bert-Jaap. “Megatrends and Grand Challenges of Cybercrime and Cyberterrorism Policy and Research.” In Combatting
Cybercrime and Cyberterrorisnedited by Babak Akhgar and Ben Brewster, 4-14. Advanced Sciences and Technologies for Security
Applications. Springer International Publishing, 2016. doi:10.1007/978-3-319-38930-1_1.

2 ENISA, “The Cost of Incidents Affecting ClIlIs,” Report/Study, 16, accessed December 5, 2016,
https://www.enisa.europa.eu/publications/the-cost-of-incidents-affecting-ciis.

18 “Data Breach At Oracles MICROS Point-of-Sale Division — Krebs on Security,” accessed January 7, 2017,
https://krebsonsecurity.com/2016/08/data-breach-at-oracles-micros-point-of-sale-division/.

14 «“Cybercrime and Industry #6: How Cybercrime Is Affecting The Retail Industry,” Atlas Vaulf accessed January 6, 2017,
http://www.atlasvault.com/blog/2016/8/4/cybercrime-and-industry-6-how-cybercrime-is-affecting-the-retail-industry.

% Europol, “The Internet Organised Crime Threat Assessment (IOCTA) 2016,” 117 36, accessed December 16, 2016,
https://www.europol.europa.eu/activities-services/main-reports/internet-organised-crime-threat-assessment-iocta-2016.

% «China Adopts Cybersecurity Law Despite Foreign Opposition - Bloomberg’ accessed 25 November 2016,
https://www.bloomberg.com/news/articles/2016-11-07/china-passes-cybersecurity-law-despite-strong-foreign-opposition
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exploitation, and to disrupt organized cybercrime activity.!” At the international stage, there appears a
global intention to reach an international convention for cyberspace governance. Recently, the U.S.
Congress law makers have explicitly expressed that their ultimate goal is a Geneva Convention for
Cyberspace, beginning with the formulation of cyber norms by means of a Geneva Declaration for

Cyberspace. 18

Against the backdrops of these metatrends and other cybercrime realities in the selected non-ICT
sectors revealed by previous E-CRIME reports, since 2015 the European Union has taken multiple
positive steps to fight cybercrime that continues to pose growing challenges to the EU’s security,
economic growth and human rights. Cybercrime has been included by the Commission as among the
Euro crimes — serious crimes with cross-border aspects — and thus are regulated at the EU level under
the minimum rule principle of Article 83 (1) of the Lisbon Treaty.!® The EU has taken concrete
legislative and institutional measures, as well as other substantial steps such as increasing budgets and

enhancing inter-member state cooperation.

7 Government of Canada, Foreign Affairs Trade and Development Canada. “Cybercrime.” GAC, March 25, 2011.
http://www.international.gc.ca/crime/cyber_crime-criminalite.aspx?lang=eng.

8 Meghashyam Mali, “Lawmakers notch win in fight for global cyber laws,” Text, TheHill, (January 3, 2016),
http://thehill.com/policy/cybersecurity/264522-lawmakers-notch-win-in-fight-for-global-cyber-laws.

19 See: http://ec.europa.eu/justice/criminal/criminal-law-policy/index_en.htm
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4. Reviewing EU’s countermeasure developments

4.1 EU policy and law developments
Main strategic policies

Since the implementation of Cybersecurity Strategy for the European Union (2013), a major strategic
document that guides the EU’s cybercrime policy is the European Agenda on Security (2015-2020) of
April 2015 (EAS). It takes fighting cybercrime as one of the three policy priorities of the
Commission.?® Under this strategy, the Commission will commit itself to reviewing obstacles to
cybercrime investigations, notably on rules on access to evidence and information.? The Commission
will take action to re-emphasize the implementation of existing policies on cybersecurity, systems, and
combating child sexual exploitation. It aims to update the legislation on combating fraud and
counterfeiting of non-cash means of payments to take account of newer forms of crime and
counterfeiting in financial instruments, with fresh proposals in 2016. And this includes enhancing
cyber capacity building action under external assistance instruments. Another significant strategic
policy document is the Digital Single Market Strategy (2015) that prescribes a public-private
partnership (PPP) on cybersecurity as a first defence against cybercrime. The PPP policy intends to
stimulate the competitiveness of the EU cybersecurity industry, enhance mutual trust between MSs
and industrial actors, and overcome market fragmentation. These ends will be achieved by means of
establishing a voluntary NIS platform, and the public-private platform on Network and Information
Security to explore best cybersecurity practices among public and private stakeholders.?

In June 2015, the EU Justice Ministers discussed further improvements to criminal justice in
cyberspace and adopted two sets of conclusions setting out practical measures to enhance
cooperation.?® The Council Conclusions on Improving Criminal Justice in Cyberspace first lays out
concrete measures in three main areas: a) streamlining mutual legal assistance (MLA) proceedings
and, where applicable, mutual recognition related to cyberspace, through the use of standardized
electronic forms and tools; b) improving cooperation with service providers, through the development
of a common framework (e.g. use of aligned forms and tools) with them to request specific categories
of data; and c) launching a reflection process on possible connecting factors for enforcement

jurisdiction in cyberspace.?* The Conclusions on the European Judicial Cybercrime Network

2 The other two are preventing terrorism and countering radicalization, and fighting organised crime. See: “Commission Submits Plan to
Fight Terrorism, Cybercrime.” EurActiv.com April 29, 2015. http://www.euractiv.com/section/justice-home-affairs/news/commission-
submits-plan-to-fight-terrorism-cybercrime/.

2 “Council Conclusions on Improving Criminal Justice in Cyberspace,” June 6, 2016,
http://webcache.googleusercontent.com/search?q=cache:m-5_qghPIpwJ:www.consilium.europa.eu/en/meetings/jha/2016/06/cyberspace--
en_pdf/+&cd=1&hl=en&ct=cInk&gl=nl&client=firefox-b.

2 |pid.

2 Buropean Council, “Fight against Criminal Activities in Cyberspace : Council Agrees on Practical Measures and next Steps,” accessed
December 2, 2016, http://www.consilium.europa.eu/en/press/press-releases/2016/06/09-criminal-activities-cyberspace/.

2 Ibid.
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formalizes and enhances the network of judicial authorities and experts supported by Eurojust. This
Network will facilitate expertise exchange, best practices sharing and other relevant knowledge and

experience sharing on cybercrime investigation and prosecution.?®

In addition, the EU cyber Defence Policy Framework was approved in Nov. 2014 as a groundwork for
countering threats arising from cyberspace. It first provides a framework for the European Council and
Council conclusions, and to the cyber defence aspects of the EU Cyber Security Strategy. It also
clarifies the role of different European actors and specifies five priority areas for CSDP (Common

Security and Defence Policy) cyber defence in which more than forty action measures are proposed.?

New legislations
EU Directive on Security of Network and Information (the NIS Directive)

To carry out the European Commission’s strategy for cybersecurity and the Digital Single Market
plan, the NIS Directive comes into force on the 8" of August 2016 and will be transposed into member
state law within 21 months. 2’ The major purpose of the legislation is to ensure a high common level
of network and information security.? It aims to improve member state cybersecurity capacities and
cybersecurity EU-level cooperation. This will be realized by setting up national Computer Security
Incident Response Teams (CSIRTSs), competent national NIS authorities, and national NIS security

strategies, and by launching a cooperation group and a network of the national CSIRTS.

Digital service providers including online marketplaces, online search engines and cloud computing
service providers will be directly subject to the Directive. Different rules apply to operators of
essential services under the Directive, which shall be identified by member states with 6 additional
months. It requires operators of critical infrastructures, key providers of information society services,
and public administrations to adopt appropriate steps to manage security risks and report serious
incidents to the national competent authorities.”® The Directive is one of the first legislative
frameworks that applies to platforms and establishes harmonized requirements for them to ensure that

they can expect similar rules wherever they operate in the EU.

MSs and private stakeholders shall take corresponding action to follow the new law when the
Directive directly affects the following sectors: Energy (electricity, oil and gas), Transport (air, rail,
water and road), Banking (credit institutions), Financial Market Infrastructures (trading venues, central

counterparties), Health (healthcare settings), Water (drinking water supply and distribution) and

% “Council Conclusions on the European Judicial Cybercrime Network” accessed 25 November 2016,
www.consilium.europa.eu/en/workarea/download Asset.aspx?id=47244642393

% For a detailed discussion, see: “EU Cyber Defence Policy Framework Presents More Than 40 Action Measures,” CCDCOE July 17, 2015,
https://www.ccdcoe.org/eu-cyber-defence-policy-framework-presents-more-40-action-measures.

27 See Deliverable 3.2 for a detailed discussion of the legislation proposal

2 European Commission, Proposal for a Directive of the European Parliament and of the Council concerning measures to ensure a high
common level of network and information security across the Union [2013] COM(2013) 48 final.

2 European Commission, Proposal for a Directive of the European Parliament and of the Council concerning measures to ensure a high
common level of network and information security across the Union [2013] COM(2013) 48 final, p. 2.
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Digital Infrastructure (internet exchange points, domain name system service providers, top level
domain name registries). Despite the retail sector, the other four sectors selected by the E-CRIME
project will need to line up with the NIS Directive and their national legislations after the transposition
deadline.

The Passenger Name Record Directive (EU 2016/681)

The PNR Directive was adopted in April 2016 to enable Member States to introduce legal obligations
on air carriers operating extra and intra EU flights to transfer PNR data they collect, including API
data to EU authority in order to “prevent, detect, investigate and prosecute terrorist offences and
serious crime”. According to the Directive, cybercrime or computer-related crime under point 9 of
Annex II is listed among the series offences prescribed under Article 3, Clause 9, as “punishable by a
custodial sentence or a detention order for a maximum period of at least three years under the national
law of a member state.” ** Transfer of PNR data will help hold cyber criminals accountable when they
may try to travel abroad to avoid being caught within and outside the EU. After the adoption of the
Directive, the Commission has urged member states to take necessary measures to build up their own
PIUs (Passenger Information Unites) to guarantee full implementation of the Directive by May 2018.
The Commission will provide extra funding and present an implementation plan with milestones to be
met by member states.®! In November, the EU Commission set out an implementation plan for the

Directive.?

The Europol Regulation (EU 2016/794)

On May 11 2016, the Europol Regulation was adopted and will come into effect on May 1 2018,
replacing the Establishing Europol Council Decision (2009/371/HGA) and extending Europol’s role
and responsibilities in coordinating crime investigations.® This regulation constitutes the legal basis of
a new framework for Europol and a new opt-in decision is required for member states following
changes to the legal framework. This Regulation particularly names the development of the European

Cybercrime Centre as one of its key objectives.®* It explicitly says that “To prevent and combat

% “DIRECTIVE (EU) 2016/ 681 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL - of 27 April 2016 - on the Use of
Passenger Name Record (PNR) Data for the Prevention, Detection, Investigation and Prosecution of Terrorist Offences and Serious Crime -
Http://Eur-Lex.europa.eu/Legal-Content/EN/TXT/PDF/?uri=CELEX:32016L0681 &from=EN.” Accessed November 1, 2016. http://eur-
lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016L0681&from=EN.

81 European Commission. “European Agenda on Security: First Report on Progress towards an Effective and Sustainable Security Union.”
New EuropeAccessed November 25, 2016. https://www.neweurope.eu/press-release/european-agenda-on-security-first-report-on-progress-
towards-an-effective-and-sustainable-security-union/.

%2 BU Commission. “Implementation Plan for Directive (EU) 2016/681,” November 2016. http:/ec.europa.eu/dgs/home-affairs/what-is-
new/news/news/2016/20161128 1 _en.htm.

38 Regulation (EU) 2016/794 of the European Parliament and of the Council of 11 May 2016 on the European Union Agency for Law
Enforcement Cooperation (Europol) and Replacing and Repealing Council Decisions 2009/371/JHA, 2009/934/JHA, 2009/935/JHA,
2009/936/JHA and 2009/968/JHA, accessed December 5, 2016, http://eur-lex.europa.eu/legal-
content/EN/TXT/?2uri=CELEX%3A32016R0794.

3 bid., Article 4, para. 1 (1).
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cybercrime, as related to network and information security incidents, Europol should ... cooperate and
exchange information, with the exception of personal data, with national authorities competent for the
security of network and information systems.”® The Regulation will not affect the validity of the
Cooperation Agreements concluded by Europol under the Europol Convention or under the current
legal regime, and any new agreement that will be adopted up until the day of the Regulation’s coming
in to force. It remains doubtful if the new procedures and standards for international cooperation of
Europol can reasonably be expected to unfold for years and if the existing formal and substantive

issues of Europol’s agreements may comply with these standards under the new law.*

The GDPR (EU) 2016/679 and Directive (EU) 2016/680 (on protecting personal data processed for

the purpose of criminal law enforcement)

As the data protection law reform package, the two most important pieces of legislation have had
fundamental a impact on the EU’s data protection framework and future legal practices, as well as on
the global cyberspace governance. The GDPR will enhance and level up the EU’s data protection
standards to match the digital age in which personal data and privacy protection is key to a prosperous
cyberspace and information economy in terms of trust building and rights protection. The Directive
(EU) 2016/680intends to give back the control of personal data to data subjects and create a better
regulatory environment for international business via one stop shop. It sets out systematic measures to
realize such goals including privacy by design, security by design, notice requirements of data breach,
data protection impact assessments, mandatory consent in data processing, the right to erasure, higher
sanctions, extended application scope, etc. Strict compliance with personal data protection standards in
both IT and non-IT sectors will systematically and automatically improve cybersecurity and reduce the

types of cybercrimes that target personal data for exploitation.

The Directive (EU) 2016/680is meant to protect personal data that are processed for criminal law
enforcement purposes, which is a significant matter to facilitate the free flow of data and promote
cooperation between member states in police and judicial activities on criminal matters. It explicates
the rights of data subjects to access, rectification, erasure and restriction of processing, while allowing
member states to adopt legislative measures to restrict such rights. Data transfers to a third country
outside the EU is conditioned on for law enforcement purposes and an adequacy decision on the level
of protection made by the Commission, unless such transfers fulfil the requirements of appropriate
safeguards or fall under the specific derogations prescribed under the GDPR. These measures will
regulate and affect substantially the investigatory power of law enforcement agencies in cases of

acquiring e-evidence within and outside the EU.

% bid., para. 30.
% Zheni Zhekova, “The Future of Europol’s Cooperation Agreements and the New Europol Regulation,” TARN September 13, 2016,
http://eutarn.blogactiv.eu/2016/09/13/the-future-of-europols-cooperation-agreements-and-the-new-europol-regulation/.
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EU law transposition

The deadline for the transposition of the Cybercrime Directivavhich came into force in August 2013,
was September 4 2015. The transposition is not going smoothly due to the political circumstances in
some member states. When most member states have brought their laws in line with the Framework
Decision and Cybercrime Convention, countries like the UK have taken efforts to meet the deadline
last year.*” In November 2015, the EU commission sent letters of formal notice to member states
including Belgium, Bulgaria, Greece, Ireland, and Slovenia, reminding them that of the un-fulfilled
duty to transpose the Directive on attacks against information systems into national law by September
4 2015. Had the Commission received no reply to the notice, or were a reply not satisfactory, it may
decide to move to the next step of the infringement procedure and send a reasoned opinion; or it may
refer a case to the Court of Justice of the EU.*® In January 2016, Ireland published The Criminal
Justice (Offences Relating to Information Systems) Bill 2016 in order to transpose the Cybercrime
Directive into Irish law.>®* On December 8, 2016, the Commission sent a reasoned opinion to Bulgaria
regarding the non-communication of national measures taken to transpose the Directive into national
law. The Commission took the view that the measures notified by Belgium, Bulgaria and Ireland were

still not fully transposing all the provisions of the Directive into their national legislation.*

The adoption of Directive 2014/41/Elbn the European Ingtigation Order(EIO) in criminal matters
is a significant issue in cybercrime investigation. ** From 22 May 2017 it replaces some of the most
used Conventions of mutual legal assistance so far including the EU Convention on Mutual Legal
Assistance in Criminal Matters of the Council of Europe of 20 April 1959, its two protocols, etc. The
EI1O Directive will establish a framework for a judicial authority of a member state to have one or
more specific investigative measures carried out in another member state to obtain evidence.* The
Directive is an important step from MLA mechanism among member states with a large discretion, to
a mutual recognition mechanism in which each member state must recognize and execute a request
from another member state.** This comprehensive law will make trans-border investigations,
especially transfer of evidence between member states, faster and more efficient. The Directive will

apply to all member states except Denmark and Ireland. Law enforcement agencies should choose an

%7 “The EU’s Fight against Cybercrime Continues — Attacks against Information Systems.” Herbert Smith Freehills FSR NotesSeptember
4, 2015. http://hsfnotes.com/fsrandcorpcrime/2015/09/04/the-eus-fight-against-cybercrime-continues-attacks-against-information-systems/.
% EU Commission, “Non-Transposition of the Directive on Attacks against Information Systems,” November 2015,
http://ec.europa.eu/dgs/home-affairs/what-is-new/news/news/2015/20151120_1_en.htm.

% Morrissey, Claire. “The Cybercrime Bill Is Here: Ireland IP & Technology Law Blog.” Accessed November 24, 2016.
http://www.irelandip.com/2016/01/articles/privacy-1/the-cybercrime-bill-is-here/.

4 “EC Steps up Infringement Proceedings against Bulgaria on Public Procurement, Cybercrime,” The Sofia GlobeDecember 8, 2016,
http://sofiaglobe.com/2016/12/08/ec-steps-up-infringement-proceedings-against-bulgaria-on-public-procurement-cybercrime/.

4 See: http://eulawanalysis.blogspot.nl/2014/05/the-european-investigation-order-new.html

42 European Union, Directive of the European Parliament and of the Council of Regarding the European Investigation Order in Criminal
Matters, OJ L 130, 1.5.2014, para. 11.

43 Steve Peers and Emilio De Capitani, ‘EU Law Analysis: The European Investigation Order: A New Approach to mutual Recognition in
Criminal Matters,’ Blog, EU Law Analysis, (May 23, 2014), at:
http://eulawanalysis.blogspot.com/2014/05/the-european-investigation-order-new.html
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EI1O when investigative measures are proportionate, adequate and applicable for a case at hand, such
as interception of telecommunications including both content, and traffic and location data associated,
on prescribed conditions.** However, there has been no literature available reporting the transposition

progress of this Directive in member states at the drafting date of this report.

The EU-US Umbrella Agreemenwas initiated on 8 September 2015 after the finalization of the
negotiations. President Obama signed the Judicial Redress Bill on 24 February 2016, after the US
Congress adopted the legislation.* The Council adopted the decision authorizing the European Union
on 2 December 2016 to conclude the "Umbrella agreement" that establishes a comprehensive high-
level data protection framework for criminal law enforcement cooperation. The agreement protects EU
citizens' rights with equal treatment with US citizens in cases of judicial redress rights before a US
court. The law will facilitate criminal law enforcement cooperation between the two sides and provide

safeguards and guarantees of the lawfulness of data transfers. ¢

Other relevant policy documents

COM(2016)410 Strengthening Europe's Cyber Resilience System and Fostering a Competitive and

Innovative Cybersecurity Industry

This document provides a summary of the short-term EU cybersecurity policy ends and proposes
under the present legal framework. This includes speeding up of cooperation, knowledge sharing of
risks and threats, capacity building, and improving inter-sectoral interdependencies and key public
network infrastructure resilience at different levels in the EU. Concrete measures proposed in this
document include, for instance, the setup of an information hub and a regular high-level advisory
group for information sharing, creation of an educational platform, and fostering European
cooperation of Sectoral Information Sharing and Analysis Centres. This document also addresses the
problems in the EU’s cybersecurity single market and aims to take steps to foster a more integrated
single market for cybersecurity products and services for better cybersecurity solutions. What’s on the
Commission’s agenda is the certification and labelling of security products and services across the EU,
scaling up investment, supporting SMEs and stimulating the industry with innovation by means of the

creation of CPPP (contractual public private partnership).4’

4 The EIO Directive, para. 30.

% EU Commission, “Questions and Answers on the EU-U.S. Data Protection ‘Umbrella Agreement,” accessed December 15, 2016,
http://europa.eu/rapid/press-release_ MEMO-16-4183_en.htm.

4 European Council, “Umbrella Agreement: EU Ready to Conclude Deal with the US - Consilium,” accessed December 15, 2016,
http://www.consilium.europa.eu/en/press/press-releases/2016/12/02-umbrella-agreement/.

4" EU Commission. “COMMUNICATION FROM THE COMMISSION TO THE EUROPEAN PARLIAMENT, THE COUNCIL, THE
EUROPEAN ECONOMIC AND SOCIAL COMMITTEE AND THE COMMITTEE OF THE REGIONS Strengthening Europe’s Cyber
Resilience System and Fostering a Competitive and Innovative Cybersecurity Industry.” Accessed December 7, 2016. http://eur-
lex.europa.eu/legal-content/EN/TXT/?uri=COM%3A2016%3A410%3AFIN.
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Council conclusions on improving criminal justice in cyberspace (June 9, 2016)

This policy document sets out concrete measures for future follow-up and action in three main areas. “®
They are streamlining mutual legal assistance (MLA) proceedings and, where applicable, mutual
recognition related to cyberspace, through the use of standardized electronic forms and tools;
improving cooperation with service providers, through the development of a common framework (e.g.
use of aligned forms and tools) to request specific categories of data; and launching a reflection
process on possible connecting factors for enforcement jurisdiction in cyberspace. The Council

requested the Commission to present deliverables on the three work streams by June 2017.%°

Council conclusions on the European Judicial Cybercrime Network

This policy document formalizes and enhances the network of judicial authorities and experts in the
field of cybercrime that is supported by Eurojust. The Network is meant to facilitate the exchange of
expertise, best practices and other relevant knowledge and experience on the investigation and

prosecution of cybercrime. %°

Resolution (2016/C 193/01) by the Euronest Parliamentary Assembly on Commiongaasnd
concerns of the EU Member States and Eastern European partner countries over foreign policies and
external threats to their security

This Resolution (2016/C 193/01) stresses the importance of multilateral and interstate cooperation at

global and regional levels to face the challenges from terrorism, organized crime and cybercrime.®!

Joint Communication (2016)18 of the Join Framework on Countering Hybrid Threats

This European Union policy aims to facilitate a holistic approach that will enable the EU and Member
States to counter threats of a hybrid nature by creating synergies between all relevant instruments and
fostering close cooperation between all relevant actors and by building resilience.®? It takes multiple
steps to increase awareness of hybrid threats such as the creation of an EU Hybrid Fusion Cell and a

Centre of Excellence addressing hybrid threats. It also tries to build better resilience with concrete

8 “Council Conclusions on Improving Criminal Justice in Cyberspace,” June 6, 2016,

http://webcache.googleusercontent.com/search?q=cache:m-5_qghPlpwJ:www.consilium.europa.eu/en/meetings/jha/2016/06/cyberspace--
en_pdf/+&cd=1&hl=en&ct=clnk&gl=nl&client=firefox-b.

4 European Council, “Fight against Criminal Activities in Cyberspace : Council Agrees on Practical Measures and next Steps.”

% Ipid.

51 “Resolution by the Euronest Parliamentary Assembly on Common Positions and Concerns of the EU Member States and Eastern European
Partner Countries over Foreign Policies and External Threats to Their security(2016/C 193/01),” accessed December 8, 2016, http://eur-
lex.europa.eu/legal-content/EN/TXT/?qid=1481113394717&uri=CELEX:22016P0531(01).

%2 EU Commission, “JOINT COMMUNICATION TO THE EUROPEAN PARLIAMENT AND THE COUNCIL Joint Framework on
Countering Hybrid Threats a European Union Response JOIN(2016) 18 Final,” April 6, http:/eur-lex.europa.eu/legal-
content/EN/TXT/?qid=1481113394717&uri=CELEX:52016JC0018#footnoteref49.
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measures to protect critical infrastructure, defence capacities, public health and food safety, etc. This
policy document in particular tackles cybersecurity in relation to the IT sector, energy sector, transport
sector and financial systems with actions such as issuing guidance to smart grid asset owners to

improve the cybersecurity of their installations.>

New regulatory proposals and moves

The current Policy Cycle 2013-2017 that is meant to tackle the most important criminal threats in a
coherent manner through cooperation is coming to an end. The EU Commission determined that it will
be renewed and strengthened given its positive impact on increased cooperation between law
enforcement authorities across borders. This includes a variety of activities in different security policy

fields and sectors.

The Commission committed to reviewing and possibly extending legislation on combating fraud and
counterfeiting of non-cash means of payments to take account of newer forms of crime and
counterfeiting in financial instruments.> The Commission is considering proposing updated rules on
non-cash payment fraud in 2016, namely Council Framework Decision 2001/413/JHA combating
fraud and the counterfeiting of non-cash means of payment. In recent years, these types of fraud have
played an increasingly important role in the financing of organized crime and terrorism, for example
enabling offenders to purchase travel and other services with stolen payment credentials.> The DG on
migration and home affairs has published impact assessment on different legislative options including
maintaining the status quo, improving enforcement and implementation of existing rules, a new
legislative framework extended to substantive criminal law rules addressing new forms of non-cash
payment fraud with minimum levels of maximum sanctions, with similar substantive change to
include procedural law provisions enabling investigators and prosecutors to gain the required data, and

a legislative framework to address obstacles in the establishment of private-public partnerships, etc.>

The Commission will propose a Regulation of the European Parliament and the Council establishing a
European Travel Information and Authorisation System (ETIAS) and amending Regulations, (EU) No
515/2014, (EU) 2016/399, (EU) 2016/794 and (EU) 2016/1624. This regulation’s main aim is to
ensure the security of EU citizens in an open Europe. ETIAS will collect information from visa free
third country nationals, and ensure interoperability in terms of information and technological
infrastructure with the EES and other EU information systems. ETIAS will gather information on

these travellers prior to their travel to allow advance processing. It will identify persons posing a

%3 Ibid.

5 See: http://ec.europa.eu/dgs/home-affairs/what-is-new/work-in-progress/initiatives/feznmp_intro_en.htm

% European Commission, “European Agenda on Security - State of Play”, Nov. 17, 2015, at: http://europa.eu/rapid/press-release_ MEMO-
15-6115_en.htm

% DG migration and home affairs, “Combatting Fraud and Counterfeiting of Non-Cash Means of Payment: Inception Impact Assessment,”
May 4, 2016, http://ec.europa.eu/smart-regulation/roadmaps/docs/2016_home_077_non_cash_payment_en.pdf.
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security risk before their arrival at the Schengen external border and make such information available

to national law enforcement authorities and Europol to prevent, detect and investigate serious crimes.®’

An important initiative of the EU, following a number of existing national initiatives, is to set out a
possible framework for security certification of ICT products and services. The Commission will start
a working group on security certification of ICT products and services that is composed of experts
from industry and member states, to develop a European ICT security certification framework
proposal by the end of 2017. This will explore options for the creation of the certification framework
for ICT products and services, as well as ICT security certification within infrastructure sectors,
including the aviation, railway, and automotive sectors, and within specific certification and validation
mechanisms of ready-to-be-deployed technology (e.g. the cybersecurity of industrial automation
control systems, Internet of Things, Clouds). These efforts will improve cybersecurity against cyber-
attacks in a systematic way. *® Another relevant proposal of the Commission is to develop with
interested member states and regions a Cybersecurity Smart Specialization Platform to help coordinate
and plan cybersecurity strategies and enhance a strategic collaboration of interested parties in regional

ecosystems. >

One of the security sectors featured by fast policy developments is the financial sector, especially with
regard to electronic payment security. The European Banking Authority (EBA) first implemented
guidelines on the security of internet payments (the EBA Guidelines) that came into force in Aug.
2015. On Jan. 12, 2016, the revised Payment Services Directive (EU) 2015/2366 (PSD II) entered into
force and will apply from Jan. 13 2018.%° Both policies mandate strong customer authentication (SCA)
prior to the initiation of payment8SCA is the two-factor authentication method using a combination of
elements of knowledge, possessions and/or inherence. The EBA’s planned mandatory use of
passwords or codes to authenticate electronic payment above ten euros is not without controversies.
This may cause disruption to all online shopping activities, especially purchases from outside the EU
jurisdiction, but without increasing security, because foreign websites based in the U.S. or Japan may

not follow the new EU security standards.®?

" Proposal for a REGULAIDN OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL Establishing a European Travel
Information and Authorisation System (ETIAS) and Amending Regulations (EU) No 515/2014, (EU) 2016/399, (EU) 2016/794 and (EU
2016/1624  pages 1 & 4, http://ec.europa.eu/dgs/home-affairs/what-we-do/policies/european-agenda-security/legislative-
documents/docs/20161116/proposal_etias_en.pdf.

% EU Commission, “COMMUNICATION FROM THE COMMISSION TO THE EUROPEAN PARLIAMENT, THE COUNCIL, THE
EUROPEAN ECONOMIC AND SOCIAL COMMITTEE AND THE COMMITTEE OF THE REGIONS Strengthening Europe’s Cyber
Resilience System and Fostering a Competitive and Innovative Cybersecurity Industry,” 9-10, accessed December 7, 2016, http://eur-
lex.europa.eu/legal-content/EN/TXT/?uri=COM%3A2016%3A410%3AFIN.

% Ibid., p. 11.

80 “Directive (EU) 2015/2366 of the European Parliament and of the Council of 25 November 2015 on Payment Services in the Internal
Market, Amending Directives 2002/65/EC, 2009/110/EC and 2013/36/EU and Regulation (EU) No 1093/2010, and Repealing Directive
2007/64/EC (Text with EEA Relevance),” accessed December 12, 2016, http://eur-lex.europa.eu/legal-
content/en/TXT/?uri=CELEX%3A32015L2366.

6 “Visa Disputes the E.U’s Plan to Password Protect Electronic Payments,” Fortung November 22, 2016,
http://fortune.com/2016/11/21/visa-disputes-the-e-u-s-plan-to-password-protect-electronic-payments/.

82 Ipid.
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In the energy sector, the Commission is making policy assessment and tries to introduce security
policies. The proposal includes a Directive on common rules for the internal market in electricity
(recast) or a regulation on the electricity market (recast), and a regulation establishing an EU Agency
for the Cooperation of Energy Regulators (recast) and a regulation on risk preparedness in the
electricity sector.® The assessment disclosed the absence of clear rules and procedures on issues
including the prevention and mitigation of cyber-attacks, communication across member states in
crisis circumstance, measures to prevent further deterioration of critical circumstances, and by-
products of actions taken within one member state with serious negative effects elsewhere.®* “The EU
electricity sector therefore lacks a basic act that would enshrine basic principles and impose basic
obligations and clear procedures aiming at guaranteeing a coordinated response in case of
emergency.”® For these reasons, it is concluded that the old SoS Directive (Security of Electricity
Supply Directive) shall be wupdated. In the impact assessments of the three legislative
proposals/approaches with regard to crisis management, the impacts of cyber threats to electricity
network security have been considered in different scenarios to improve preparedness for cyber-

attacks and risk management, especially those of a cross-border nature.®

New EU institutions and agencies

In the context of the escalating challenges of cybercrime in Europe characterized by cross-border
issues, the Council of the EU realized that the existing exchange between judicial authorities and
experts in the field of cybercrime and investigations in cyberspace should be formalized and enhanced
under the European judicial Cybercrime Networdupported by Eurojust. The Network will be
constructed as a centre with specialized expertise supporting judicial authorities, facilitating and
enhancing cooperation between competent judicial authorities in multiple ways such as expertise
exchange and knowledge and experience sharing, fostering dialogue among different stakeholders, etc.
The specialized expertise will cover cybercrime, cyber-enabled crime, and investigations in
cyberspace. Each member state is requested to send at least one representative to the Network.®” On
November 25 2016, the kick-off meeting for the European Judicial Cybercrime Network was

organized at the Hague.®®

88 “COMMISSION STAFF WORKING DOCUMENT IMPACT ASSESSMENT Accompanying the Document Proposal for a Directive of
the European Parliament and of the Council on Common Rules for the Internal Market in Electricity (Recast) Proposal for a Regulation of
the European Parliament and of the Council on the Electricity Market (Recast) Proposal for a Regulation of the European Parliament and of
the Council Establishing a European Union Agency for the Cooperation of Energy Regulators (Recast) Proposal for a Regulation of the
European Parliament and of the Council on Risk Preparedness in the Electricity Sector,” accessed December 7, 2016, http://eur-
lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:52016SC0412&from=EN.

5 Ibid.
% Ibid.
% Ipid.
67 “Council Conclusions on the European Judicial Cybercrime Network,” June 9, 2016.
www.consilium.europa.eu/en/workarea/download Asset.aspx?id=47244642393.

88  “Kick-off Meeting for the European  Judicial Cybercrime ~ Network,”  accessed  December 9, 2016,
http://www.eurojust.europa.eu/press/PressReleases/Pages/2016/2016-11-25.aspx.
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A cybersecurity education, exercise and training platfevil be established by the Commission
services as a follow-up to the adoption of the NIS Directive and the EU Cyber Defence Policy
Framework. This platform will promote cooperation and synergies between civilian and defence
training.®® Similarly, to support the NIS cooperation mechanisms and to make it easily available on
request to all member states, an “information hulj will take shape as a central resource allowing the
EU institutions and member states to exchange information. Easier access to better structured
information on cybersecurity risks and potential remedies help member states increase their capacities
and align their practices, and thereby enhance overall resilience to attacks. The Commission,
supported by ENISA, CERT-EU and with the expertise of its Joint Research Centre, will facilitate the

creation of and ensure the sustainability of the hub.

A regular highlevel advisory group on cybersecuritgmposed of experts and decision makers from
industry, academia, civil society and other relevant organizations will be set up at the EU level.” This
group will enable the Commission to get external expertise and input for its cybersecurity strategy
policies and on potential public policy actions. This advisory group will complement and connect with

other structures on cybersecurity.

The Commission has set up a High-Level Expert Grougo address legal, technical and operational
aspects of different options to achieve interoperability of information systems in border management
and security. This Group was launched in June 2016 and discussed the Commission’s work on an EU

Travel and Information Authorization System (ETIAS)."

Furthermore, there have been other initiatives including the European cybercrime Training and
Education GrougECTEG), the Training of Trainer$roject(TOTO) and the training activities under
the EMPACT policy framework that may address the expertise gap at EU level to improve the level of

expertise exchange.”

% EU Commission, “COMMUNICATION FROM THE COMMISSION TO THE EUROPEAN PARLIAMENT, THE COUNCIL, THE
EUROPEAN ECONOMIC AND SOCIAL COMMITTEE AND THE COMMITTEE OF THE REGIONS Strengthening Europe’s Cyber
Resilience System and Fostering a Competitive and Innovative Cybersecurity Industry,” p. 6., at: http://eur-lex.europa.eu/legal-
content/EN/TXT/HTML/?uri=CELEX:52016DC0410&rid=4

 Ipid.

" EU Commission, “COMMUNICATION FROM THE COMMISSION TO THE EUROPEAN PARLIAMENT, THE COUNCIL, THE
EUROPEAN ECONOMIC AND SOCIAL COMMITTEE AND THE COMMITTEE OF THE REGIONS Strengthening Europe’s Cyber
Resilience System and Fostering a Competitive and Innovative Cybersecurity Industry,” p. 5.

2 European Commission, “European Agenda on Security: First Report on Progress towards an Effective and Sustainable Security Union,”
New Europe 7, accessed November 25, 2016, https://www.neweurope.eu/press-release/european-agenda-on-security-first-report-on-
progress-towards-an-effective-and-sustainable-security-union/.

® Ministerie van Buitenlandse Zaken, “Common Challenges in Combating Cybercrime: As Identified by Eurojust (EJ) and Europol (EP)”
(The Hague: EC3, March 1, 2016), p. 4, at: https://english.eu2016.nl/documents/publications/2016/03/7/general-ej-ec3-joint-paper-version-
1.0-final.
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4.2 Multiple countermeasures and activities within the EU

Deliverable 3.1 has detailed selected technologies available to prevent and protect EU citizens from
the harms of cybercrime, including means of authentication, access control, cryptography, semantic
networks, security platform of mobile applications, etc. A number of best practices were also listed,
e.g., cybersecurity exercises, information security awareness training, sector-agnostic information
security standards, sector-specific information security standards, enterprise risk management
frameworks, international information security best-practices, secure information sharing and analysis

centres, and application security and vulnerability testing.

Some of these suggested best practices and technologies have been adopted by the European Union.
For instance, ENISA manages the pan-European exercises program named Cyber Europefor both the
public and private sectors from the EU and EFTA Member States. They are simulations of large-scale
cybersecurity incidents that escalate to cyber crises. These exercises offer opportunities for analyzing
advanced technical cybersecurity incidents and dealing with complex business continuity and crisis
management situations.” Engaging the IT, telecommunication and cybersecurity industries, The Cyber
Europe 2016 exercise covered technical incidents for analysis, ranging from forensic and malware
analysis, mobile infection, malvertisement campaigns, open source intelligence, drones, etc.”® In Dec.
2016, Europol hosted a simulated cyber attack on retail sector to raise awareness of how to respond to

and promote information sharing in the sector.”

As stated above, sector specific information security standards have been improved for instance both
from within an industry as demonstrated by the case of Swift, and from regulatory authority as
witnessed in EBA Guidelines on online payment. Information security awareness training has been
realized by cybersecurity training programs under ENISA and DG Connect for instance,”” but also
became mandated under the NIS Directive for member states. " The NIS Directive also prescribes risk
management measures for private sectors, " and mandates information sharing on risk and incidents
among private and public sectors.® A Cooperation Group will be established to support and facilitate
strategic cooperation and exchange of information among member states on various network and

information security issues and best practices.

Especially since early 2015 the EU authority has taken multiple measures and actions to fight
cybercrime in the context of the above listed legislative and policy documents. Such measures are

effective and shall be encouraged in future cybercrime governance. For instance, in July 2016 the

" See: https://www.enisa.europa.eu/topics/cyber-exercises/cyber-europe-programme?tab=details

75 See: https://www.enisa.europa.eu/topics/cyber-exercises/cyber-europe-programme/ce-2016

6 European Council, “Fight against Criminal Activities in Cyberspace : Council Agrees on Practical Measures and next Steps,” accessed
December 2, 2016, http://www.consilium.europa.eu/en/press/press-releases/2016/06/09-criminal-activities-cyberspace/.

" “Network and Information Security Training Organised by ENISA and DG Connect — ENISA,” accessed December 13, 2016,
https://www.enisa.europa.eu/news/enisa-news/network-and-information-security-training-provided-by-enisa-and-dg-connect.

8 Under Art. 7 (1) a of the NIS Directive.

™ Ibid., para. 46.

8 |bid., paras. 35, 59, 72.

8 lbid., Art. 11.
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European Cybercrime Centre at Europol working with the Dutch National Police, Intel Security, and
Kaspersky Lab, launched the "NoMoreRansom" campaign. This public-private partnership action tried
to combat ransomware that infects computers by encrypting files for request ransom for decryption.
About 2.400 users decrypted their files without paying a ransom during the campaign. 8 Following the
June 2016 Justice and Home Affairs Council Conclusions, the Commission launched an expert
consultation on a common EU approach on the use of investigative measures on the internet. This
includes three expert group meetings between July and October 2016. Participants came from law
enforcement, academia and Internet service providers. A fourth workshop was held in November 2016

assessing the feasibility of a platform solution for the transmission of requests on e-evidence.®

Suffice to say that most of the recommended best practices discussed by Deliverable 3.1 and other
pieces of literature have been adopted and implemented by the EU policy makers since the beginning

of the E-CRIME project. It is just a matter of time before we determine their real effectiveness.

Another strong and effective policy alternative is to encourage and support industrial and/or
professional standards of self-regulation or co-regulation that are initiated from within an industry to
improve cybersecurity systematically, since the security of any information network is decided by its
weakest link(s). For instance, Swift has recently promoted dome core, mandatory cybersecurity
standards and an associated assurance framework for the clients of the Swift community to meet. Their
access to Swift services depends on the compliance demonstrated by annual self-attestation against 16

mandatory controls.®*

With respect to alternative measures to hard laws, it might be valuable to consider some industrial
initiatives that may play an increasingly important role in the future fight against cybercrime and test
their effectiveness with trial projects. An example is adoption of open source initiatives that has been
partially practiced by the Bulgarian and U.S. governments.®® Many may think that the publication of
government source code leads to highly targeted attacks against the software, or to the building of
malware directly into the source code to compile and then replace key software components as
doppelgangers of the original. However, the benefits of so doing can tip the balance by having much
more secure and high quality software, clock support and improvement from the crowd, a confident
software development industry, better protected SMEs and huge enterprises, etc. As some have
argued, by giving enterprises the added security of government code, we wouldn’t just be protecting

people’s privacy, we would also protect economic innovations and data that can be utilized to carry

82 European Commission, “European Agenda on Security,” p. 5.

pid.

8 See: “Swift Issues Plea to Collaborate in Fight against Cybercrime» Banking Technology.” Accessed November 15, 2016, at:
http://www.bankingtech.com/595372/swift-issues-plea-to-collaborate-in-fight-against-cybercrime/.

8 Rami Sass, “How Governments Open Sourcing Code Helps Us Be More Secure,” App Developer Magazinaccessed December 12, 2016,
https://appdevelopermagazine.com/4276/2016/8/12/How-Governments-Open-Sourcing-Code-Helps-Us-Be-More-Secure/.
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out costly fraud; and governments going open-source should be taken as a significant boost to the

economies of their countries and a safeguard of innovation.

Confronting growing and increasingly sophisticated cyber adversaries, the security industry currently
recommends a rather active, offensive approach.®” This includes Information Operations that may blur
the lines between an attacker and a defender, allowing companies and organizations to profile
adversaries and use this knowledge to build-up their defences; for instance by employing Active
Defense and Offensive Countermeasures. Active defence refers to a collective of intelligence
capabilities deployed with the purpose of gaining knowledge about an adversary’s operations such as
motives, tools, and sophistication. Offensive countermeasures source all intelligence about the
operations of an adversary through the compromise of its environment.® Because of its aggressive
nature, such offensive measures and strategies shall draw due ethical and legal attention to their

proportionality in practical deployment.®

Lastly, international cooperation tackling illegal activities on the Darknet has been improved. In Oct.
2016, a globally coordinated law enforcement action “Operation Hyperion” was conducted against the
buyers and sellers of illicit drugs and other illegal activities using Darknet global marketplaces. It was
initiated by U.S. federal law enforcement, the Five Eyes Law Enforcement Group, and members of
Europol. It was the first step toward a more unified global law enforcement response to the growing
use of the Darknet by individuals seeking to buy and sell illicit drugs and other illegal goods and
services including fake and stolen identities, identity documents and stolen credit card data, as well as
illegal services like computer hacking, murder for hire and money laundering.® Similar activities like
this will be effective to fight cyber criminals who now largely rely on virtual currencies and the

Darknet to cash-in illegal incomes.

4.3 Strengthening international collaboration

Within and outside the EU, International cooperation on fighting cybercrime has been much improved
due to the growing global consensus on the escalating threats of cybercrime to the international
community and technology development. Most major cyberspace players have made clear political
gestures toward strengthening international cooperation,®® and many have taken substantial steps

already in that direction.

% bid.

87 Information Operations — Active Defence and Offensive Countermeasures — ENISA, https://www.enisa.europa.eu/topics/national-csirt-
network/glossary/information-operations-2013-active-defence-and-offensive-countermeasures (last visited Dec 5, 2016).

% bid.

8 Ibid.

% “Law Enforcement Agencies around the World Collaborate on International Darknet Marketplace Enforcement Operation,” accessed
December 16, 2016,  https://www.ice.gov/news/releases/law-enforcement-agencies-around-world-collaborate-international-darknet-
marketplace.

9 “China Adopts Cybersecurity Law Despite Foreign Opposition - Bloomberg.” Accessed November 25, 2016.
https://www.bloomberg.com/news/articles/2016-11-07/china-passes-cybersecurity-law-despite-strong-foreign-opposition.
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After the U.S. and Cuba restored diplomatic relations, closer cooperation on cybercrime and internet
threat has been on their political agenda; and also a series of similar agreements have been reached in
2015 with Japan, South Korea and the Persian Gulf states to “ease the transfer of information on cyber
threats between these nations”.®? On June 2 2016, the U.S. and the EU signed the "Umbrella
Agreement” to establish a comprehensive high-level data protection framework for criminal law
enforcement cooperation. The agreement will facilitate criminal law enforcement cooperation while at
the same time providing safeguards and guarantees of the legality of data transfers.®® The U.S. and
China, as two major cyberspace players amid rising military tensions and mutually-alleged hackings,
held the First U.S.-China High-Level Joint Dialogue on Cybercrime and Related Issues in Dec. 2015.
The outcomes include an agreement to extend the dialogue with a second joint dialogue, guidelines for
combating cybercrime and related issues, tabletop exercise in 2016, hotline mechanism, enhancing

Cooperation on Combating Cyber-Enabled Crime and Related Issues.®*

With regard to international cybercrime law, the recent growing influence of Convention 185 (the
Budapest Convention) has to be mentioned. Besides members of the Council of Europe, Canada made
its accession to the Convention in November 2015, Sri Lanka on Sept 1, 2015 and Israel on Sept. 1,

2016.% At this moment, there are already 50 countries that have ratified the Convention.

The EU has made considerable efforts to improve national corporations on cybercrime within and
beyond the Community. In the European Neighbourhood Policy, the Council of the European Union
emphasized the importance of cooperation between the EU and the EaP partners in fighting
cybercrime.®® The European Union has equally emphasized in the recent Strategic Partnership
Agreement (SPA) with Canada on cybercrime, seeking to “reinforce judicial and law enforcement
cooperation between the EU and Canada, aimed at fighting, inter alia, organized crime and corruption,
terrorism, illicit drugs and cybercrime.” " The European Union has improved its cooperation and
relations with the New Zealand government on similar issues. *® Article 33 of the Partnership
Agreement focuses on combating cybercrime in areas of cooperation to prevent and combat high-
technology, cyber and electronic crimes and the distribution of illegal content via the internet. It also
encourages the exchange of information in education and training of cybercrime investigators,

cybercrime investigations, and digital forensic science. A similar agreement proposal has been made

92 Cory Bennett, “US, Cuba talk cyber crime cooperation,”  Text, TheHill, (November 10, 2015),

http://thehill.com/policy/cybersecurity/259653-us-cuba-talk-cyber-crime-cooperation.

9 “Enhanced Data Protection Rights for EU Citizens in Law Enforcement Cooperation: EU and US sign ‘Umbrella Agreement’ -
Consilium.” Accessed November 25, 2016. http://www.consilium.europa.eu/nl/press/press-releases/2016/06/02-umbrella-agreement/.

9 “First U.S.-China High-Level Joint Dialogue on Cybercrime and Related Issues Summary of Outcomes.” Accessed November 25, 2016.
https://www.justice.gov/opa/pr/first-us-china-high-level-joint-dialogue-cybercrime-and-related-issues-summary-outcomes-0.

% “Chart of Signatures and Ratifications of Treaty 185.” Treaty Office November 11, 2016. https://www.coe.int/web/conventions/full-list.

% the Council conclusions on Eastern Partnership, as adopted by the Council (Foreign Affairs) on 14 November 2016, at:
www.consilium.europa.eu/en/workarea/download Asset.aspx?id=47244650195

97 “FACTSHEET: EU-Canada Relations,” October 30, 2016, at:
www.consilium.europa.eu/en/workarea/downloadAsset.aspx?id=47244649695

% PARTNERSHIP AGREEMENT on Relations and Cooperation between the European Union and Its Member States, of the One Part, and
New Zealand, of the Other Part (L 321/3) 2016, http://eur-lex.europa.eu/legal-
content/EN/TXT/?qid=1481113394717&uri=CELEX:22016A1129(01).
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between the EU, member states and Australia, whose Article 36 contains a mutual cooperation clause
to fight cybercrime. %

Moreover the European Parliament has passed an agreement between China and Europol establishing
police cooperation to fight organized crime, including human trafficking, drug related crimes, and
cybercrime.’® A Technical Arrangement on Cyber Defence with the NATO Computer Incident
Response Capability (NCIRC) and the Computer Emergency Response Team of the European Union
(CERT-EU) has been concluded to provide a framework for exchanging information and sharing best

practices between the emergency response teams.%

9 Joint Proposal for a COUNCIL DECISION on the Conclusion of the Framework Agreement between the European Union and Its Member
States, of the One Part, and Australia, of the Other Part JOIN/2016/051 F@16/0367 (NLE)n.d., http://eur-lex.europa.eu/legal-
content/EN/TXT/?qid=1481113394717&uri=CELEX:52016JC0051.

100 “International Police Cooperation: EP Backs Deal with China.” News | European ParliamentAccessed November 25, 2016.
http://www.europarl.europa.eu/news/en/news-room/201609301PR44800/international-police-cooperation-ep-backs-deal-with-china.

102 «“Eyropean Union and NATO Global Cybersecurity Challenges: A Way Forward,” Center for Complex Operationaccessed December 2,

2016, http://cco.ndu.edu/News/tabid/11261/Article/840755/european-union-and-nato-global-cybersecurity-challenges-a-way-forward.aspx.
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5. General legal and policy recommendations and innovations

5.1 Follow-ups on previous policy and law recommendations

This Section will review, in the context of the new cybercrime landscape and EU cybercrime legal and
policy developments, to what extent the policy and law recommendations from Deliverable 3.2 and
Deliverable 7.2 have been adopted and implemented, and to which extent new regulatory measures
and innovations must be taken to address the new challenges of cybercrime in the selected non-ICT
sectors in general. Deliverable 7.2 described a rather wide range of regulatory countermeasures to
fight cybercrime in the EU. But because of its wide scope and the overlap with Deliverable 3.2 on
policy recommendations, and because of the designated focus of this research on law and policy
development and innovations, this report will only analyze the key policy and law recommendations of
Deliverable 3.2. It analyses what has been done in the new cybercrime scenario as recommended, and
what must be done to address new challenges and problems that were not recognised at the time of the
submission of Deliverable 3.2.

Answering these two questions helps to locate the gaps and weak points of the present EU cybercrime

regulatory framework, and propose regulatory measures in an innovative manner.

Deliverable 3.2 recommended five major points to be further explored in view of the policy and law
circumstances upon its submission in March 2015. This means further tasks for the project to identify
are: a) opportunities to improve the use of data processing and exchange to increase prevention,
detection, investigation and prosecution of crime; b) best practices in law enforcement and data
exchange; c) weakness in current legislative frameworks; d) opportunities for introducing new
effective safeguards to strengthen data protection; and e) how to achieve the right balance between

data protection and law enforcement priorities.

As discussed above in detail in Section 4, many aspects of these concerns have been addressed
through the EU’s new law and policy developments since 2015. For instance, data processing and
sharing (a) as an important aspect of EU-level cybersecurity cooperation has been emphasized and
implemented by the NIS Directive via establishing National CSIRTs, a network of the national
CSIRTs, and a Cooperation Group. These measures will support and facilitate the cooperation and
exchange of information and best practices among member states. Another significant step is the
Council Proposal of the European Judicial Cybercrime Network supported by Eurojust to formalize
and enhance the existing information exchange between judicial authorities and experts in the field of

cybercrime and investigations in cyberspace.l® Although it can be said that more steps and new

102 «(F)acilitating exchange of expertise, best practices and other relevant knowledge and

experience on the investigation and prosecution of cybercrime, cyber-enabled crime and

investigations in cyberspace...” See:  “Council Conclusions on the European Judicial Cybercrime Network,” June 9, 2016,
www.consilium.europa.eu/en/workarea/download Asset.aspx?id=47244642393.
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initiatives could be taken in this field, these efforts per seare sufficient in the case of their full

implementation.

With respect to d) “opportunities for introducing new effective safeguards to strengthen data
protection”, the transposition of the DGPR and the Directive on protecting personal data processed for
the purpose of criminal law enforcement into MS law will largely enhance personal data protection
with higher safeguards to prevent abusing personal data either by criminals or by law enforcement
agents. The NIS Directive also stresses personal data protection in information sharing for
cybersecurity purposes, compliance with existing laws in processing personal data, and the importance

of cooperation and information exchange in personal data protection.1%

However, to identify how to achieve the right balance between data protection and law enforcement
priorities remains an open question in cybercrime governance. This depends more on the dynamics of
many factors that are involved in fighting cybercrime, including technology developments, the value
of personal data, political circumstance and policy priorities, and even law enforcement resources in a
particular member state. As illustrated above, personal data protection has gained overwhelming
emphasis in major EU legislations and policies, so the problem remains more a domestic issue within
member states rather than one at the EU level. It would be up to the ECJ (European Court of Justice)
or the ECHR (European Court of Human Rights) to have a final say on which balance to make upon

conflicting fundamental values in cybercrime regulation.%

The task to identify weakness of the present EU legal framewoxerning cybercrime thus is the
major task of this research report in order to have the insight to determine if new legal and policy
measures need to be taken both at the EU and member state levels. As Deliverable 3.2 pointed out, a
detailed review of EU cybersecurity law and policy documents has shown that there is already a legal
framework governing cybercrime in place that covers most cybercrime areas. It is true that, as it
suggested, many cybercriminal activities selected by the E-CRIME Project may be prevented by good
NIS policies. However, a number of limitations or gaps still exist in this framework at the time of its
submission. They include: a) fragmentation of the regulatory framework; b) jurisdictional difficulties;
¢) limitations of the Cybercrime Convention from procedural and substantive matters; d) law

enforcement difficulties; e) limitations in enforcement initiatives.%

First, the limitations of the Cybercrime Convention from both procedural and substantive matters have
been reduced to some extent in previous year. With the ratification of Siri Lanka and Canada in 2015,
50 countries have ratified the Convention and the Convention’s importance has been recognized by the
international society more than ever. Some of the limitations with respect to the Convention cannot be

removed easily due to legal and political diversities among treaty members; for instance, the

103 paras 63 & 72; Articles 2 & 15 of the NIS Directive.
104 1t is well known that both courts have developed their own balancing approaches and exercises while adjudicating on

conflicting interests.
105 Deliverable 3.2, pp. 67-73.
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harmonization of national laws, different national powers in investigation and enforcement,
reservations, etc. Others are well known issues of any legislation, including law interpretation,
procedural gaps and slow standardization (in e-evidence exchange, for instance). An example is the
cross-border access to data in crime investigation prescribed by Article 32 of the Convention (on
trans-border access to stored computer data with consent or where publicly available). The debate over
the scope and exact meaning of the said provision of the Convention has led to exploring a proposal
for an additional protocol to further outline options for accessing data extraterritorially. However,
there has not been full agreement on the limits of the scope of Article 32, and the adoption of the
Protocol has been postponed due to the lack of consensus.'® While the fight against cybercrime is a
common end of all state parties, the lack of safeguards for fundamental human rights is a real problem
in the context of processing data in crime investigation and prosecution, given that the Convention
needs more parties for participation. These issues cannot be solved in a short time, and will remain as

such with the rapid changing cybercrime landscape and international politics.

The fragmentation of the EU cybercrime framework has been to a large extent mitigated in the
discussed areas.®” With the personal data protection reform package adopted by the EU, especially the
new NIS Directive and other supplementary policy documents as listed above, the fragmentation in
member states will be reduced with the transposition of these laws; and the revealed policy gaps can
be largely bridged as a cybersecurity culture comes into being in the near future based on the
communal consensus of a safer cyberspace as a result of growing information sharing and cyber

security awareness.

For instance, through the PPP (private-public partnership) under the EU Cybersecurity Strategy, the
private sector, and especially private cybersecurity players, will be stimulated to play a more active
role in cyber security and cyber resilience.’® The NIS Directive prescribes measures in Article 5 (1)
and Avrticle 8 to enhance preparedness in both private and public sectors. For international cooperation
between EU and non-EU countries, for example, most recently the EU-US Umbrella Agreementas
backed up by the Council for EU adoption to enhance both bilateral criminal law enforcement and data
protection, especially of EU citizens (to the equal protection of US citizens before US courts). The
Parliament has supported a similar law enforcement cooperation agreement to Europol with China to
fight cybercrime,'® in addition to Europol’s cooperation agreements with 18 non-EU countries such as
Canada and Australia.’® The problems in criminal law enforcement are mostly caused, according to D

3.2, by a shortage of resources and capacities, differences in the legal approaches of jurisdictions,

16 Cristos Velasco, Julia Hornle, and Anna-Maria Osula, “Global Views on Internet Jurisdiction and Trans-Border Access,” in Data
Protection on the Moveed. Serge Gutwirth, Ronald Leenes, and Paul De Hert, Law, Governance and Technology Series 24 (Springer
Netherlands, 2016), 470, doi:10.1007/978-94-017-7376-8_17.

07D 3.2, pp. 68-69.

108 See: https://www.ecs-org.eu/cppp

109 “International Police Cooperation: EP Backs Deal with China,” News | European Parliamentccessed November 25, 2016,
http://www.europarl.europa.eu/news/en/news-room/201609301PR44800/international-police-cooperation-ep-backs-deal-with-china.

110 See: Casagran CB, Global Data Protection in the Field of Law Enforcement: An EU Perspe(Rivatledge 2016), pp. 145-146.
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cross-border investigations (including access to and preservation of e-evidence), time consumption,
under reporting, etc. These problems can be tackled by the new law and policy developments since
2015 among EU countries. But they will more-or-less remain unsolved in view of difficult law

enforcement cooperation with non-EU countries.

Thus criminal law enforcement in non-EU jurisdictions poses a big challenge for the foreseeable
future, considering the cross-border nature of cybercrime which means that in many cases the source

or origin of attacks cannot be successfully identified and the relevant e-evidence data cannot be
accessed by the law enforcement agency of the targeted member state. The first recommendation for
the EU and member states would be to support and engage with mutual legal assistanceragreem
between member states and 10 countries with regard to accessing data for cybercrime detection
(information sharing), prevention, investigation (accessiayigence), and punishment (extradition),

based on EU law and its being mutually benefithadlo so.

While some recommendations of D3.2 remain valid, as analysed previously, it is worth looking
beyond to the policy and law gaps, or gaps between regulations and cybercrime realities that are not
revealed. First off, new cybercrime developments and trends may not have been fully addressed by the
existing law and policies, and thus need special attention. Second, there have been more law
implementation issues that are problematic at EU and national levels. Third, many legal and policy
problems in cybercrime may not be fully tackled merely by making new legislation and action. Fourth,
new innovative regulatory approaches should be found when problems cannot be solved by creating
more legislation and new task-based institutions with overlapping functions.

5.2 Tackling new cybercrime challenges

A number of new challenges must be addressed by policy and law makers with a forward-looking
view.!! This involves attacks and threats which operate by abusing the vulnerabilities created by rapid
deployment of new technologies in the private sector, such as autonomic technologies, big data use
and analytics, loTs and loPs, cloud computing, new categories of personal data in increasing
datafication, etc. One illustrative example is that many DDOS attacks are now organized and initiated
via connected digital devices of both low price and low security quality.!*? Another example is the
breakthrough of E-health systems through compromising patients’ portable devices via applications, or

abusing human errors from employees and different end-points.t*® An effective remedy is to make new

111 See a discussion in Section 2.

12 Susan Walker, “Hacked Cameras, DVRs Powered Today’s Massive Internet Outage — Krebs on Security,” accessed December 16, 2016,
https://krebsonsecurity.com/2016/10/hacked-cameras-dvrs-powered-todays-massive-internet-outage/.

113 See for instance, the finding of D 4.2, p. 97.
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specific legislation to tackle such issues; for instance, the Commission has been preparing for new

legislation — 10T rules — to overhaul the EU’s telecommunication laws.**

But to keep cybercrime law best up-to-date remains a big challenge in view of the slow speed of the
law-making process and the fast-moving cybercrime landscape. Good regulatory connections will
require regulation with care and foresight, avoiding incident-driven law making that tends to miss the
larger picture and risks introducing new gaps or undesirable side-effects.!*> Technology neutralitys a
consideration for law makers (especially with respect to hard law) in view of increasing value conflicts
in the use of new technologies such as encryption (in the context of crime investigation and privacy
protection). Regulatory instruments, especially hard laws, should be made with sufficient generalityo
cover at least short-or-middle term future with welldefined endsbut not focusing only on specific
targets, to capture future possibilities.!® One legislative approach is to define the potential harms of
cybercrime, but without pointing to specific technological means/instruments that may inflict such
harms. In this way, data breach or abuse of mobile phones for criminal purposes can be well captured
given proved criminal intention. Specificity together with generalityill provide hard law with

sufficient flexibility to adapt to technological advances.

As many have observed, however, most cybercriminals are still using traditional technologies or a
hybrid of old and new ones for benefits. 11’ For this reason, it is suggested that no hard law measures
be made to adapt to new technology-based crime, but to establish special expert groupswithin the law
enforcement agencies to study how to cope with them under the present legal framework. In case there
is an urgent need to tackle a particular technology, a more recommendable approach would be to use
soft law measuresuch as supporting new technical standards from within the related industry, or

regulatory means like nudging.*!8

For the prevention of future large scale DDoS attacks, minimum security standards must be set under
EU law, if a smart device is to be connected to provide service. Within the EU, such security standards
can be proposed and promoted by expert groupsset up at the EU level; and products or services
provided on the EU market must comply with such standards. Another important approach is
categorizationin cybersecurity governance. For instance, new technologies (devices) to be used in
critical infrastructures (Cls) defined by the NIS Directive (and further by member states) and member

states must comply with higher security standards than those used in non-critical infrastructures.

14 “Eyrope to Push New Security Rules Amid IoT Mess — Krebs on Security,” accessed December 16, 2016,

https://krebsonsecurity.com/2016/10/europe-to-push-new-security-rules-amid-iot-mess/.

15 Bert-Jaap Koops, “Megatrends and Grand Challenges of Cybercrime and Cyberterrorism Policy and Research,” in Combatting
Cybercrime and Cyberterrorisned. Babak Akhgar and Ben Brewster, Advanced Sciences and Technologies for Security Applications
(Springer International Publishing, 2016), 11, doi:10.1007/978-3-319-38930-1_1.

116 See a similar illustration by Koops. Ibid.

U7 A finding of the Europol 2016 IOCTA report. See: Europol, “IOCTA 2016,” p. 8.

118 As seen in privacy protection regulations. Rebecca Balebako et al., “Nudging Users towards Privacy on Mobile Devices,” in Proc. CHI
2011 Workshop on Persuasion, Nudge, Influence and Coercion 2011,
http://www.researchgate.net/profile/Pedro_Leon6/publication/268199850_Nudging_Users_Towards_Privacy_on_Mobile_Devices/links/548
f29130cf2d1800d862282.pdf.
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Cybercriminal activities that target intellectual property and other corporate secrets, and are supported
by state authorities, have become a prominent threat to the EU economy.'® Economic espionage shall
be addressed both at the EU and national level due to the large scale of the economic loss it causes,
although victims and targeted states may not openly publicize such events for fear of decaying
diplomatic relationships and retaliation.’®® Such problems can only be tackled by political channels,
and by other means including international cooperation, public-private partnership, and a stronger EU
security industry.'?! No doubt, countercyberattackis a powerful weapon with retaliatory power, for
use if formal political and diplomatic channels may not work out. They shall be carried out with

proportionality to avoid cyber warfare.

Many recent well known cyber-attacks targeted data rich sectors such as the health sector, the banking
sector and the insurance service sector for the purpose of acquiring data as a commodity for complex
fraud, ransom or extortion, if not for immediate financial gain. There needs to be multiple
cybersecurity measures in these sectors to strengthen defence and mitigate risk, such as implementing
mandatory cybersecurity standards to any connected digital devices. Such standards shall promote and
mandate the concept of security by design and by defallt addition to privacy by design (and by
default), among device and service providers, when they want to sell on the EU market. This shows
that cybersecurity in non-ICT sectors depends a lot on the security benchmark of the EU ICT sector.

A last focus for policy and law makers is the abuse of virtual currencies and the use of the Darknet to
support criminal activities in exchanging information, communication and harnessing financial gain.
Law enforcement agencies have encountered difficulties in this sphere. The increasing use of digital
currency among criminals needs law enforcement agencies to build and maintain a good relationship
with the virtual currency community, as suggested by Europol’s 2016 report.’?? Although there have
been effective initiatives of international cooperation to boost law enforcement on the Darknet,*?* there
should be more international collaborative actionsn the Darknet and more harmonized law
procedure to allow undecover law enforcement activitie§iven that many criminals receive and
transfer criminal gains in virtual currency, it is also recommended that more work shall be done by law

and policy makers to detect and track such uses.

5.3 Other alternative measures

Prevention of cybercrime shall be the top policy priority at both the EU and MS levels, and there is

more systematic work to be done to constrain cybercrime by means of policy and regulatory measures.

119 CPB, “Cyber Security Assessment Netherlands | NCSC 2016,” 4, accessed December 16, 2016, https://www.ncsc.nl/english/current-
topics/Cyber+Security+Assessment+Netherlands/cyber-security-assessment-netherlands-2016.html.

120 “The Threat of State-Sponsored Industrial Espionage,” accessed December 16, 2016,
http://www.iss.europa.eu/publications/detail/article/the-threat-of-state-sponsored-industrial-espionage/.
121 1hid.

122 Europol, “IOCTA 2016,” p. 14.
128 L aw Enforcement Agencies around the World Collaborate on International Darknet Marketplace Enforcement Operation.”
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But there are other alternative means for the selected non-ICT sectors to manage cybercrime risks and
prepare for cybercrime incidents. A prominent solution is to transfer risks by benefiting from market
forces such as cyber insuranceand other contractual arrangementss suggested by E-CRIME
Deliverable 8.1.

Cyber insurance

Cyber insurance refers to insurance contracts with the purpose of covering a broad range of issues
relating to risks in cyberspace. For a fixed premium and a defined period of time, an insurer may agree
to financially compensate potential losses of the insured victim of cyber incidents.?* This may include
primary and secondary losses (recovered costs), and the financial compensation may cover first party
as well as third party losses.’®® Mostly covered by insurance policies are liabilities arising from
negligence relating to personal data, data loss and theft, liability issues, data damage, loss of income
from network outage, computer or web-site failures, web-site defacement and cyber-extortion; while
what is not covered includes catastrophic risks like war and terrorism, operational mistakes,
reputational damage, industrial espionage, intellectual property, and trade secrets.!?® The most
identified challenges of the cyber security insurance sector are lack of actual data (information
asymmetries and adverse selection), uncertainty about cyber security risks and impacts, lack of
information sharing and lack of adequate reinsurance (as a last resort), as well as a lack of technical
background from the underwriters and liability challenges in the context of cloud computing, cyber

war/terrorism and cross-jurisdiction coverage.*?’

By 2014, the U.S. was reportedly the largest market for cyber insurance, while the European market is
still growing particularly in 2018.12 There is very little known about how many companies in Europe
have purchased insurance policies to cover hacking attacks; and it is thought that the market is still too
young, though the demand is on the rise. The recent NIS Directive and GDPR have laid down
reporting obligations for general security incidents in a large part of the EU private sector. This may
provide the necessary empirical data for the insurance industry to develop better business models for
the EU market. Both the NIS Directive and the GDRP are expected to drive a high level of interest in
the cyber insurance market especially for the industries directly regulated by the NIS Directive.’® To
boost the cyber insurance market, we suggest that EU policy makers, both EU agencies and member

state regulators, make substantial efforts to support the development of ¢éhénsglvance industry,

124 See the different models of cyber insurance discussed in Section 2.6 “Treatment of cyber risks” of E-CRIME Deliverable 8.1.

125 |pid.

126 Konstantinos Moulinos, “Incentives and Barriers for the Cyber Insurance Market in Europe” (ENISA, n.d.),
https://www.enisa.europa.eu/media/news-items/cyberinsurance_final.pdf.

127 |pid.

128 «Cybersecurity ~ Insurance to Be Mandatory in EU in  2018,” HOTforSecurity June 7, 2016,
https://hotforsecurity.bitdefender.com/blog/cybersecurity-insurance-to-be-mandatory-in-eu-in-2018-15575.html.

129 «Cyber Insurance: Recent Advances, Good Practices and Challenges — ENISA,” Report/Study, p. 9, accessed December 5, 2016,
https://www.enisa.europa.eu/publications/cyber-insurance-recent-advances-good-practices-and-challenges.
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especially those policy models covering SMEs suggested by ENISA, for instance, EU policy
makers shall explore the role of government as the insurer of last resort and offer more empirical data
input to, and data sharing with, the industry. Policy makers shall avoid introducing mandatory

requirements that might undermine the cyber insurance market adoption rate.**

Contractual risk transfer (CRT)

As shortly illustrated in Deliverable 8.1, some utility companies use service outsourcing as a means to
transfer risk exposures contractually and this can be used in combination with typical insurance
policies which cover cases when the vendor does not take responsibility. “Contractual risk transfer is a
non-insurance contract/agreement between two parties whereby one agrees to indemnify and hold
another party harmless for specified actions, inactions, injuries or damages. This risk transfer
accomplishes objectives found in both risk financing (finding a source to pay the cost of a claim) and
risk control (developing a means to avoid or lessen the cost of a loss).”**! In practice, contracts for
logistics and warehousing services, payroll processing services, and IT infrastructure outsourcing
services are just examples of instances of contractual risk transfer.®2 An indemnification clause is
used in a written contract to help protect a contractor from liability for damages and injury resulting

from the other party or sub-contractor’s work.

But contractual risk transfer is not without residual risks in itself. The transferee’s insurance limits
could be depleted by other claims, courts may interpret the meaning of an indemnity provision
differently than the intention of the contract drafter, or the involved transferee or its insurer might
become insolvent. The failure of the risk transfer would attribute loss to the transferee eventually. Also
the omission of the latest data protection systems and software protection systems in the original

transfer contract may require numerous change of order or contract re-writes at a later stage.*

5.4 A fresh reflection on EU cybercrime policy and law developments

As demonstrated in Section 4, most cybersecurity related issues have been covered under a
comprehensive EU law framework in forms of regulation, directives and other supplementary policy
documents. There seem to be sufficient hard and soft law measures in the field, even though the

prevailing momentum is that more legislation is needed to beat growing cybercrime challenges by

%0 |pid., p. 5.

B8l Gustavo  Martinez,  “Contractual  Risk  Transfer: The Basics,” Insurance Journal March 16, 2015,
http://www.insurancejournal.com/blogs/academy-journal/2015/03/16/360274.htm.

%2 Michael Rossi, “Addressing Privacy Risk from an Insurance and Contractual Risk Transfer Perspective,” May 2005,
https://www.irmi.com/articles/expert-commentary/addressing-privacy-risk-from-an-insurance-and-contractual-risk-transfer-perspective.

133 Paul Burkett, “Contemplating Cyber Risk,” 2010, p. 3,
https://www.google.co.uk/url?sa=t&rct=j&g=&esrc=s&source=web&cd=10&cad=rja&uact=8&ved=0ahUKEwiUp-
28s4XRAhUReVAKHV{vAOKQFghJMAK&url=http%3A%2F%2Firmka.scic.com%2Fwp-content%2Fplugins%2Fwp-publication-
archive%2Fincludes%2Fopenfile.php%3Ffile%3Dhttp%3A%2F%2Firmka.scic.com%2Fwp-content%2Fuploads%2F2011%2F07%2FCyber-
Risk1.pdf&usg=AFQjCNFp63VS5V2DAm1TrXG75HOV234yDA.
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criminalizing more cyber behaviour, expanding investigative powers, and creating more institutions in
cybersecurity. But the effectiveness and impact of more regulation and policies needs a second
thought, especially in the form of hard law. This “leaves the wide area of more mundane and existing
Cybercrime threats vulnerable to huge problems of enforcement” because of jurisdiction issues,
expertise and resources,’* and differences and diversities in cybercrime laws with different legal
cultures and political backgrounds in many member states. Non-implementation of hard law per se
leads to more dangerous harm on EU law itself and causes doubts about EU legislators. With respect
to law enforcement and implementation, the resources are rather reduced when used on each

regulation and directive given that the number of the latter is growing.

Thus our recommendation would be to make hard law really hardo best achieve the desired
legislative goals, and meanwhile to make soft law really softo adapt to the diversified and complex
circumstances in member states. This means the future policy and law focus should be on the
implementation and enforcement of, and compliance with the existing laws and regulations. For
instance, to make sure that the NIS Directive and Cybercrime Directive are best transposed into the
national laws of member states, together with the two pieces of legislation of the EU data protection
reform package. In the previous discussion, we have revealed the non-smooth transposition of EU
directives in some member states which would have created legal gaps and cybercrime havens, had
they not been further tackled. By making hard law hard, it is meant that the obligations prescribed by
EU regulations and directives to member state authorities must be fulfilled on time with little
compromise, such as the mandatory establishment of national institutions including competent
national NIS authorities and CSIRTS, and national points of contact. It means the legislative ends of
information, expertise and best practice sharing, and mutual legal assistance must be achieved by
member states. Another aspect to making hard law harder is ensuring that the national law
enforcement agencies of member states have the capacity and competency — with adequate tools,
techniques and expertise — to identify, locate, prosecute and punish key criminal individuals to create

persuasive, permanent impact on the criminal community. 1%

In contrast, to make soft law really safiteans that policy makers at both the EU level and the national
level should issue more non-binding guideline documents that are not mandatory but suggestive in
nature. The guiding or directing force shall not come from the legislative or regulatory power, but
from their professional expertise and experience, and in-depth knowledge of the regulated field. One
such example is the large number of opinions issued by Article 29 Working Party regarding personal

data protection that are commonly recognized as non-binding soft laws, but which have begun to be

1% Koops, “Megatrends and Grand Challenges of Cybercrime and Cyberterrorism Policy and Research,” p. 11.
1% Europol, “The Internet Organised Crime Threat Assessment (IOCTA) 2016,” p. 12.
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cited in multiple EU court decisions.?® The compliance of those recommendations by the majority of
players in the field can set up professional standards, while still allowing sufficiently deviated
activities for innovation. Also, more soft law certainly means fewer hard laws and this will allow more
judicial resources to be distributed to ensure better implementation and compliance. We suggest,
however, that such regulatory measures (policies) of a soft law nature should be made via the proper
channels of self-regulation or co-regulation that is supported or assisted by state regulatory authority.

The law implementation issues found both by Deliverable 3.2 and reports of law enforcement agencies
such as ENISA and national cybersecurity centres in member states mostly point to difficulties in
extraterritorial jurisdictional issues outside the EU, in acquiring and preserving e-evidence in a timely
fashion, countering the criminal abuse of encryption and anonymity, lacking expertise and technical
capacities, getting the needed resources, and suffering an underreporting of incidents. As to these
issues, we recommend more diplomatic and cooperative initiatives by the EU legislative authority and
law enforcement agencies like Europol and ENISA to enhance international cooperation with non-EU
jurisdictions. For cybercrime investigation, we recommend harmonizing and streamlining the existing
operational process like the mutual legal assistance process, and developing forensic-technical

standards for the collection and transfer of e-evidence.

Second, cybercrime preventioshould be the main focus BU regulators especially of member state
regulators As many research reports have revealed already, a majority of cybercrime activities can be
prevented given sufficient security measures and human errors reduced. Cybercrime prevention
requires dedicated and systematic efforts on all levels and from all aspects of the EU community.
Though this is not to say that the present measures and steps already taken are not efficient, there
should simply be more emphasis at governing level on building up institutional mechanisms that are in
short judging from the empirical findings of the E-CRIME project and other studies. In view of the
present cybercrime landscape, member states shall take more active steps to implement preventive
measures in all sectors that depend on Ils (information infrastructures) and are connected to provide
various services. This includes cybersecurity education and establishing mandatory operation
procedures to reduce human errors, establishing security roles and responsibilities, deployment of
qualified digital devices and security programs, updating security software, information and best
practices sharing inter-and-intra sector, incident reporting and alerts, cyber (security) exercise, better
access control, etc. Member states should tkhe majority of the responsibilitidsy making short-
term strategic plans based on their domestic circumstances. EU competent authorities may step in to
provide cooperation platforms for mutual support and financial assistance to member states that may

lack needed resources and technologies.

13 See: Bo Zhao, The Legal Status of Article 29 Working Party Opinions: from soft law to hard law? A Case analysis of ECJ, ECHR, Dutch
court and UK court decisions (Working Paper, available upon request).
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Cybercrime prevention will thus require each of the private sectors selected for the E-CRIME project
to make specific progress in the following fields: cybersecurity education programs, active
participation in platforms or organizations for information and best practice sharing regarding
cybersecurity, multiple measures to improve cybersecurity including: having standardized procedure
for processing cybersecurity alert and seeking adequate proper preventive measures, organizing
cybersecurity exercises, purchasing qualified digital devices in service providing, making security
updates and patch ups, hiring security staff, etc. It is suggested that how much and to what extent such
preventive measures should be adopted depends on the nature of a private sector at stake. For sector
defined as critical infrastructures under the NIS Directive and member state law, namely the financial
sector, energy sector, transportation sector and health sector, these measures shall be prescribed as
mandatory.  Non-critical sectors such as the retail sector should be less regulated, open for
innovations. These preventive measures will be further discussed in Section 6, taking sector-specific

differences into consideration.

A third strategic point for law and policy makers is that to fight cybercrime needs systematic,
collaborative efforts of both the ICT sector and the-iOh sector as well as service users including
individual consumers and industrial customers, in order to create much safer cyber eco-systems. First,
the use of many low-cost but unsafe digital devices will create the weakest point on a service
infrastructure that potentially can be compromised/abused for criminal ends when connected to larger
networks. Thus the ICT sector shall take more systematic initiatives to improve product safety such as
creating and implementing minimum, mandatory security standards. This means the establishment of
effective industrial standards from within the ICT sector, as observed on the cloud computing market.
The standards include the ISO/IEC 27017 and ISO/IEC 27018 that provide detailed guidance and
recommendations for both cloud service customers and cloud service providers. A number of general
IT security standards, i.e. ISO/IEC 38500 and X.509 certificates, are applicable to cloud computing
environments.’®”  Another efficient countermeasure is the establishment of professional
certification/labelling mechanisms, so that consumers may get to know quickly which security

standards the digital devices they purchase may meet.

Thus, it is suggested that the selected-i®h sectors should best choose products with security
certificates in supply chainsEU regulators shall encourage and support similar activities by
providing technichand financial servicesacross the EU to create a better cyber security environment.
Following the new NIS Directive implementation, member state authorities may demand -iOh
sector players of critical services to follow some key security standattls deployment of digital

devices.

137 In forms of adversary standards, security frameworks, standards specifications. See: Cloud Standards Customer Council, “Cloud Security
Standards: What to Expect and What to Negotiate,” Setp 2016, 4, http://www.cloud-council.org/deliverables/CSCC-Cloud-Security-
Standards-What-to-Expect-and-What-to-Negotiate.pdf.
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Such industrial security standards shalle mbed t he concepts of WAs®mcurity
both ICT and non-ICT sectors.*® For non-ICT sectors, this in particular means that the organization of
its service infrastructure shall from the beginning design point bear security in mind as a critical,
indispensable value. This means that upon malfunction or dysfunction of the connected networks, the
main infrastructures can still maintain basic functions in a way independent from information
infrastructure as a backup plan.t® This requires the functioning of the non-ICT sector to be
independent from the network backbone to work manually as in the pre-digital age. This is especially

important for the critical infrastructure operators under the NIS Directive.

A fourth point is that to improve systematic cybersecutigguires imposing more accountability and
responsibilityon the players in the EU’s cyber ecosystems. In case negligence of security measures

leads to security breaches causing serious harms, manufacturers should be held accountable and
punished, even if they may be located outside the EU.2° For instance, if the cameras made by the
Chinese company XiongMai Technologies can be found compromised for launching the recent DDoS

attack on Dyn in the U.S., it should be held responsible. **! Thus future 10T producers may pay more
attention to the security feature and security maintenance during the whole product life circle.
Legislator may consider several liabilities of both service providers and ICT device or service
providers whose negligence to meet gyeescribed security criteria can be attributed in case of

cybercrime

The fifth point is that national state authorities should take a major role in securing critical information
infrastructures by means of assisting with establishing mandatory industrial standardgroviding
multiple platforms for information, expertise and best practice sharing, building up cross-EU expert
groups, monitoring law implementation, etc. For non-critical infrastructures and services, especially
those SMEs, member state governments and the EU authorities shall only provide non-mandatory
guidelines and financial support for cybersecurity training programs, but not further interfering with
daily operations. SMEs in non-critical sectors must able to decide which security standards they may

meet and how much they spend on cybersecurity.

138 Both are obligatory under GDPR.

1% One recent example is the hacking of San Francisco’s public transit for ransom but leaving the core operations functioning. The Municipal
Transportation Agency Samuel Gibbs, “Ransomware Attack on San Francisco Public Transit Gives Everyone a Free Ride,” The Guardian
November 28, 2016, sec. Technology, https://www.theguardian.com/technology/2016/nov/28/passengers-free-ride-san-francisco-muni-
ransomeware.

turned off the payment machines and opened the gates as a precaution.

140 These responsibilities can be covered by the general rule of civil liability and product liability rule. But in cyber space, the
direct linkage might be not direct to construct legal liability in case of harm, or this may be out of the jurisdiction in which
such harms take place, such as seen in the DDoS attacks conducted via connected devices (like networked cameras) with very
low or no security measure to prevent misuse. This is just the reason that many claim the principles of privacy by design and
security by design should be applied to products and services providers.

141 Michael Kan, “Chinese Firm Admits Its Hacked DVRs, Cameras Were behind Friday’s Massive DDOS Attack,” PCWorld October 23,
2016, http://www.pcworld.com/article/3134039/hacking/chinese-firm-admits-its-hacked-products-were-behind-fridays-massive-ddos-
attack.html.
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5.5 Major policy and law recommendations

As illustrated above, fighting cybercrime is an institutional work that needs long term and systematic
efforts. This is the case consequent on a combination of facts including fast advancements in
technology, escalating dependence of critical infrastructures and services on the internet, increasing
amount of data in datafication, growing networked devices in 10T, multiple players in cyberspace, etc.
The EU has responded to diversified, growing challenges in multiple ways. On the whole, the EU has
regarded creating a culture of cybersecurity as a policy priority with legal, economic, diplomatic and
political dimensions. At the EU level, there has been a legal and policy framework including multiple
regulations and directives, binding strategic policies, as well as many policy documents with a
supplementary role, as illustrated in Section 4 of this report and Deliverable 3.2. The European Union
has tried to create multiple institutional structures, including ENISA, CERTs, and EC3, to tackle
cybercrime issues, in addition to multiple working platforms for information sharing, best practice
promotion and expertise exchange. Also, there has been a basic EU framework to facilitate
coordination among different stakeholders and member states for the purpose of cybercrime detection,
investigation and prosecution in the past two years.

In this context, the following general regulatory strategies are recommended for law and policy
makers at the EU and member state levels:

a. To make hard law hard and soft law really soft; and to make much less hard law, but more

soft laws as non-mandatory guidelines at the EU level.

To make hard law really hard and soft law much softer. This means newly adopted laws and
policies should be strictly implemented and complied by both EU authorities and Member States. This
also means all the established platforms and institutions shall function to their best to achieve the

prescribed goals.

To make hard law hard also means effective law enforcement action to detect, investigate and
prosecute cybercrime with deterrence and reduction effects in mind. This means making full use of the
present Cybercrime Convention and other EU and member state laws, to enhance cooperation among
member states within the present EU legal framework, and to improve LEA cooperation with non-EU

jurisdictions; this also means sorting out effective means of accessing and preserving e-evidence.

To make soft laws really soft means relying on the support of EU authorities and member
states to establish industrial and professional standards for digital devices to be used and connected to
the internet to improve cybersecurity; also this means encouraging self-regulation and co-regulation in

standards making in private sectors;
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to strictly implement the “security by design and by default” requirements for ICT product

producers and service providers;

to extend legal liability to device and service providers that take no effort to meet
mandatory law standards or minimum industrial standards in case of cybercrime that is

certain to occur;

to directly supervise and monitor the cybersecurity development in critical services (both

in ICT and non-ICT sectors)

to support preventive measures by information sharing, expertise building and best

practice promoting;

to cooperate with cybersecurity experts and teams in the private sector, better offering a

clear role for the private sector, so that they do not operate in a grey area;

to develop effective means and capacities to tackle the abuse of the Darknet and virtual

currencies for criminal purposes.

For the private, non-ICT sectors, risk management and cybercrime prevention are the priorities. First

we recommend that genuine focus should be on law compliance and implementation at both EU and

member state levels. Second, we recommend, as analyzed above, the following issues to be tackled by

means of more soft law measures:

a.

differentiate the legal status of critical service sectors and none-critical ones in

implementing cybersecurity measures;

mandate key cybersecurity measures/procedures for critical infrastructure operators,
including stricter control on access to networks, security training for employees and
operators, establishing security procedures and policies, setting up emergency procedures
and back up plans to reduce loss, clarify security duties among employees using secured
devices, active participation in information sharing platforms, a cooperation plan with

LEAs in cybercrime investigation and detection, etc.

encouraging and supporting non-critical infrastructure sectors to take multiple cyber
security measures to prevent cyber incidents, by providing free, public platforms for
information and best practice sharing, security consultancy, legal and technical aids, free

training, introducing safe, cost-efficient devices and services, etc.;

encouraging or mandating cyber (security) insurance development with multiple means to
mitigate potential losses, including more empirical data input, providing a state-supported

re-insuring program, etc.,
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e. drafting specific cybersecurity strategic plans to support SMEs that lack a sufficient

budget and personnel who focus on cybersecurity.

The above policy-law recommendations will be further illustrated in Section 6 in a sector-by-sector
way, taking into account of sector-specific differences and research findings of Deliverables 4.2, 6.2
and 7.2 respectively, as well as research findings from other EU authorities, cybercrime project

publications and news reports.
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6. Sector-specific recommendations and impacts

6.1 Policy impact assessment, economic impact model and practical recommendations

To assess the impacts of the regulatory recommendations in the selected sectors is to conduct a policy
impact assessment, in a sense. Impact assessment is defined by the European Commission as “a set of
logical steps to be followed when you prepare policy proposals”, and this needs to provide further
information on the likely economic, social and environmental impacts. 12 It needs to indentify the
direct and indirect economic, environmental and social impacts of the policy recommendations, who is
affected by these impacts and in which way, risks and uncertainties in policy choices (including
expected compliance patterns) and the impacts in qualitative, quantitative and monetary terms (with an
explanation of why it is not desirable for quantification assessment).** The Commission’s guideline
covers a wide scope of direct and indirect impacts to be evaluated for EU official policy proposals in
order to present full evidence for the guidance of political decision makers.

The central task of this report is to shortlist policy and law recommendations in view of the present
cybercrime landscape and legal and policy developments. Its sole purpose is not to make any formal
official policy proposals, but to take only the initiative in outlining innovative approaches and means
to tackle cybercrime challenges. Thus, this report will follow the economic impact model developed in
Deliverables 6.1 and 6.2. It will restrict its impact assessment to the direct impacts on individual rights
and relevant societal values in order to optimise their trade off with cybersecurity, where this is a

precondition for providing needed social and commercial services and products.

The impact model developed by Deliverable 6.1 is an economic model that is designed to be applied to
all the selected non-ICT sectors by identifying different types of losses and expenses that may occur in
these sectors. This model first separates the measurable losses and expenses to individual economic
agents from more structural distortions that cybercrime brings upon the economy. Then it studies
observable losses and expenses, and focuses on estimating them precisely. A third step would be to
identify the different economic agents and entities that suffer from cybercrime and then classify the
expenses and losses they suffer individually. The last step is to consider the long-term economic
distortions that these effects bring upon sectors, nations and the EU as a whole.*** This report will
mainly consider the listed recommendations’ impact on the selected non-ICT sectors, their consumers
(individual rights to privacy and personal data), and society (trust, social justice, other related values,

etc.).

142 European Commission, “European Commission IMPACT ASSESSMENT GUIDELINES 15 January 2009,” p. 4 & p. 31,
http://ec.europa.eu/smart-regulation/impact/commission_guidelines/docs/iag_2009_en.pdf.

43 |bid., pp. 32-38.

144 Deliverable 6.1, pp. 27-29.
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Adjustment must be made in order to apply this model to evaluate the proposed regulatory proposals
because of the lack of empirical data input regarding the proposed law and policy recommendations.
In the following, we will mainly assess the observable, immediate impacts, locating which social
agents/entities will be directly influenced and to what extent, and identifying the social costs in general
to the society in terms of individual rights and other societal values if feasible.

This impact assessment is a quantitative one based mostly on assumptions and sector-specific
information provided by Deliverable 4.2, 6.2 and 8.1, in combination with a desktop study of the
recent cybercrime landscape. It must be noted that the first four selected sectors, namely: health care,
energy, transportation, and financial services are generally taken as essential services that are vital for
the EU economy and society, so that they bear more similarities due to the mandatory requirements of
security measures and legal obligations. The retail sector will be discussed at the end, although that
sector is equally heavily dependent on connected information infrastructures at present, at least in

western European countries.

6.2 Economic impacts of the selected non-1CT sectors
6.2.1 Health care

Health care is one of the common targeted sectors characterized by data-rich infrastructures that are
recently common targets of cyber-attacks.!*® Health care, however, is among the least secured
industries across most nations.'“¢ The problem of security breaches and stolen data in this industry is
that it could be hardly noticed and can be misused for years due to the data validity of patient’s
medical data.’*’ According to E-CRIME Deliverable 4.2, not all health care service providers in
Europe have been fully equipped with connected digital apparatus,'*® when they try to improve
services by means of connected networks. Though this means that there will be no immediate security
threat due to their offline status, they could be more vulnerable in the future digitalization process, if
budget limits, human error and a shortage of network security experience and knowledge cannot be

properly managed through substantial effort.'4°

Deliverable 4.2 pointed out that the major threats to the health sector are untargeted attacks such as
malware, phishing and leakage of patient data. Leakage of patient data at the time of drafting has not
been an eminent concern yet for the sector.’® The major concern is the general IT security and cyber

hygiene of employees, and attacks by technical means are considered unlikely. Most attacks

145 “Buropean Law Enforcement Seeking Smart Ways to Fight Cyber Crime.” ComputerWeekly Accessed November 24, 2016.
http://www.computerweekly.com/feature/European-law-enforcement-seeking-smart-ways-to-fight-cyber-crime.

146 «“No Idea How Vulnerable They Are When It Comes to the Delivery of Their Health Services.”” NewsComAuNovember 24, 2016.
http://www.news.com.au/technology/online/hacking/no-idea-how-vulnerable-they-are-australian-healthcare-industry-at-risk-of-
industrialised-cybercrime/news-story/6240c955ca643c98e58ch9a854b9da36.

17 jbid.

148 Deliverable 4.2, p. 98.

149 |pid.

%0 |pid., p. 97.
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experienced in hospitals came from employee behaviour including opening attachments, using
external USB devices and surfing the internet, but can be mitigated with awareness training. Insider
threat is taken as quite important for hospitals.’®* But it is hard to acquire more detail concerning
specific direct damages or costs related to mitigation, defence or incident response, and the most direct
consequences are reputational damages. Monetary losses are rather minor or none existent at the time
of drafting the Deliverable, while some experienced service disruptions.*®? Thus for the sector, cyber
risk management is generally taken as an IT issue but does not rank high in executive-level decision

making.1%3

However, in the changed contemporary cybercrime landscape the health care sector, which is
characterized by the rich collection of sensitive personal data with increasing market value, has
become a new target for cyber criminals.*® In the 2016 report on the cyber security of the EU health
sector, ENISA warned that the introduction of loT components in hospital ecosystems has
significantly increased the chance of the sector becoming vulnerable to cyber-attacks in terms of
variety and volume. % This is a result of the increasing adoption of smart solutions in the ongoing
modernization and innovation in the sector, especially in the context of remote patient care. The
security weakness in 10Ts is multiple and the listed gaps and vulnerabilities can easily be bridged
under the present circumstances, such as the inborn defects of many connected devices, user problems,

lifespan issues, mutual dependences, unauthorized access, financial incapacity, etc.1%

Taking into consideration the above cybersecurity situation and the general regulatory principles and
policies proposed in the previous section, we make the following key suggestions for policy
consideration. Which regulatory tools are appropriate to achieve these ends shall be left to member
states and the competent EU regulatory bodies, on the condition that self-regulation or co-regulation is

the most preferred approach. We also assess their potential economic and social impacts.

T cybersecurity as a mandatory policy consideration in health care governance at board level

Involved entities/agents | Potential economic impacts Other potential impacts

Governing Board Medium costs in taking training | Time consuming; possible
courses to understand cybercrime | the need for board

issues; minor costs to formulate | members responsible for

5 Ibid.

152 |pid., pp. 97-98.

158 Ibid. p. 98.

5% In the U.S. cybercrime-as-a-service for health care has been observed nowadays operating in the health care sector. Intel Security,
“Health ~ Warning  Cyberattacks ~ Are  Targeting the Health Care Industry” (Santa  Clara, October 2016),
http://www.mcafee.com/us/resources/reports/rp-health-warning.pdf.

155 Cyber security and resilience for Smart Hospitals — ENISA, , https://www.enisa.europa.eu/publications/cyber-security-and-resilience-
for-smart-hospitals (last visited Nov 28, 2016).

156 |bid, pp. 18-20.
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reports or minutes of Board

meetings

cybersecurity issues

Competent  regulatory
authorities at EU or

national levels

Minimum cost in policy making or

supervising in case of self-

governance

Risk of over-regulation

9 increasing information and best practices sharing within the health care agents and with other non-

ICT sectors

Involved entities/agents

Potential economic impacts

Other potential impacts

Different health care

agents/institutions

Increased  minimum  costs in
operating platforms either of the
agents themselves, or with others in
case of inter-sector sharing; extra

workloads

Not found

Responsible state

authorities

Minor costs in creating or

maintaining platforms/networks for
inter-or-intra sector information and
best extra

practices  sharing;

workloads

Not found

Consumers

Possible disclosure of sensitive
personal information if not well

protected

Awareness  raising, if

notified, of such data

breaches

9 initiating or improving the educational program for insiders and employees, in order to increase

cybersecurity awareness

Involved entities/agents

Potential economic impacts

Other potential impacts

Version 31 January 2017

E-CRIME Deliverable 8.3

Page 47 of 68



Health care | Medium costs in | Fewer working

agents/institutions subsidizing/organizing training | hours/reduced
courses productivity

Employees Time consuming and  more | Less working hours
workloads

State authority Minimum costs in | Increased
subsidizing/supporting special | workloads/fewer working

courses which are free for attendees

hours on other issues

1 more investment in cybersecurity in the future deployment of safer devices and services, updating

legacy devices and services, and hiring more ICT staff

Involved entities/agents

Potential economic impacts

Other potential impacts

health

agents/institutions

Large care

Medium costs to purchase better
secured services and devices, and

hiring more security experts

SMEs may not be able to
afford

investment in more secure

such extra

instruments

Cybersecurity experts

Rising salary and a better job market

Fewer job opportunities in
other fields under fixed
budget

ICT industry

A growing cyber security market;
producers with better security design
and implementation in a better
competitive position and with higher

selling prices

Rising industrial security
standards as a
consequence of  more

competition

Patients/consumers

Service price rising expected

better data protection and

improved service

9 establishing a cybersecurity team and internal procedures

respond to cyber incidents

both to improve network security and to

Involved entities/agents

Potential economic impacts

Other potential impacts

Version 31 January 2017

E-CRIME Deliverable 8.3

Page 48 of 68



Health care

entities/agents

Medium costs for hiring more

employees and procedure making

Long term impacts on
institutional structure; less
productivity and
efficiency as a
consequence of following
mandatory procedural

requirements;

But SMEs may not be

able to afford such extra

cost and might need
assistance  from  state
authorities

Patients/consumers

Expected service rise at minimum

level

Better data protection and

less service disruption

)l

encrypting sensitive personal data collected and processed by the sector at least to the storage level

Involved entities/agents

Potential economic impacts

Other potential impacts

Health

agents/entities

care

Medium cost for encryption means
or instruments; costs of provisioning
and rotating keys in a coordinated

fashion in case of multiple databases

Reduced productivity and
convenience in  daily
operation; potential

business disruption due to

used key loss; possible data
loss with critical keys
missing
SMEs with insufficient
budget to comply

Sectoral employees Minimum cost of extra time and | Less convenient and
operational convenience in daily | reduced work time and
work productivity

Law enforcement agents

Extra medium costs to decryption of
key personal data involved in crime

location and investigation

Interrupted crime location
and investigation
especially in seeking e-

evidence
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Patients/consumers Less control of personal data and
extra time in excising the multiple
rights to data under the EU data

protection law

9 establishing independent OSs (operating systems) in case of network breakdown or disruption

Involved entities/agents | Potential economic impacts Other potential impacts
Health care Large extra costs for extra operation | SMES may not comply
agents/entities system(s) independent from Il | with higher  budget

(information infrastructure); extra | requirements
devices needed with increasing

maintenance costs

Patients/consumers Not found better and safer services

6.2.2 Financial services

The financial services sector comprises companies engaged in the creation and delivery of financial
services. Though undergoing rapid change, these companies are organized by industry. Each industry
is concentrated on a common line of business, such as commercial lending, credit card services, or
casualty insurance. Commercial banks, savings and loan institutions, brokerage firms, investment
companies, investment banking institutions, insurance companies, credit card companies, and credit
companies are all part of the financial service sector.®” The empirical study of Deliverable 4.2
showed that this sector is likely to be the sector most affected by cybercrime, more often reports crime
and is more willing to cooperate with law enforcement authorities.®® Before the end of 2015,
cybercrime in this sector was more motivated by seeking profits and conducted by organized groups
with strategies mostly against clients and bank employees. Major threats include malware, phishing
and pharming, DDoS attacks, CNP transaction frauds, with various losses estimated in different sub-

sectors. %° Defence measures and cyber risk management are taken to different levels in the studied

157 Charles A. Aubrey et al, Financial Service Industries (McGraw-Hill/Professional, 2001), sec. 33.2,
http://www.academia.edu/download/30979708/Jurans_Quality_Handbook.PDF#page=964.

158 Diliverable 4.2, p. 105.

15 |pid.
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member states; also, communication and collaboration within the sector are carried out in different
forms and depth. All studied organizations integrated cybersecurity issues with business processes
effectively and used risk management processes based on ISO 27000 series or have established
respective methodologies, except that the human factor remainsa bigger threat than that from
technology.

By the end of 2015, ENISA published a NIS report on the EU finance sector. This report provided a
comprehensive view and presented a complicated picture.’®® NIS problems in the sector can be found
both from the EU regulatory perspective, such as different levels of member state implementation of
EU rules and cultural differences, and from industrial perspectives including differences between large
international banking groups and medium-sized stakeholders, and many mitigation limitations (sector-
specific complexity, supply chain security, skill shortages and privacy considerations).*s! Based on
these findings, ENISA recommended publishing a European NIS guidebook, enabling systematic
cooperation between the finance sector and their supply chain, extra security guarantees in case of
cloud computing, stress tests and global security intelligence (provisioning for extreme NIS issues or

even issues qualified as unknown unknowns). 162

Many of the above suggestions reflect the recommendations of Deliverable 4.2. For instance: “Public
authority could improve cyber security awareness of citizens in order to reduce the risks to institutions
from end-customer significantly”.1%® This also includes the common recommendation that “monitoring
and threat intelligence needs to become more scalable, as there will always be vulnerabilities and
intelligence is crucial for early detection”.’®* It is also recommended by Deliverable 4.2 that
international cooperation between judicial authorities should be improved in view of the lengthy

judicial administrative process and the cross-border nature of cybercrime. 16

Combining the recommendations from both reports, we recommend the following policy tools in view

of the present policy coverage and cybersecurity circumstances.

%0 Network and Information Security in the Finance Sector — ENISA,” Report/Study, accessed January 2, 2017,
https://www.enisa.europa.eu/publications/network-and-information-security-in-the-finance-sector.

161 1bid., pp. 17-30.

162 bid., pp. 31-33. This recommendation suggests actually guidelines of soft law nature without binding forces for the sector, which is
useful also in other CIS sectors.

163 Deliverable 4.2, p. 109.

164 1pid., p. 110.

165 |pid., pp. 109-110.
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1 Establishing a European Security Guidebook to define a common set of guidelines for

implementing common operative security standards regarding prevention, detection and response

to security concerns, as well as for how to assess the cost-benefits of information security

investments.

Involved

entities/agents

Potential economic impacts

Other potential impacts

All

entities  of

agents  or
the

financial sector

Extra time and resources invested in

the  participation of  drafting
guidelines as a collective work of the
sector with a regulatory authority;
medium costs expected to comply

with new guidelines

Reduced productivity and
work hours; SMEs may

have problems in voicing

their concerns and
interests  while facing
budget shortages and

compliance difficulty

EU and member

state authorities

Minimum cost in creating necessary
platforms and providing technical
assistance as supervisor or co-

regulator

A potential risk of over-
regulation if insisting on
higher standards

Foreign companies

Medium costs in understanding and

complying with new standards

expected

Keep foreign SMEs out
of the EU market with a
higher threshold

Consumers/clients

No extra cost found

Increased  transparency

and trust
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9 Players should take multiple measures to improve supply chain security, the scope of which

should include the provision of supplies for financial institutions, and covering each point of the

financial mesh — receiving and supplying, for instance, in case of cloud computing; this involves

joint responsibility and systematic cooperation between actors.

Involved entities/agents

Potential economic impacts

Other potential impacts

Financial

agents/entities

Medium costs to improve/guarantee
supply chain security by locating
better secured services and products

SMEs with short budget;

supply
cannot all be guaranteed

line  security

when foreign suppliers

are involved

Other sectors especially

ICT companies

Extra medium costs to improve

product/service security

Potential intensified
market competition on
security; SMEs may have
difficulty to reach new

security standards

ICT
associations/state

professional

authorities

Minimum costs in establishing

industrial security standards and

information sharing

Risk of over-regulation or

market interference

1 Improving cybersecurity awareness among citizens and employees and building cybersecurity

culture in general both within the sector and in the community

Involved entities/agents

Potential economic impacts

Other potential impacts

Financial

agents/entities

Moderate costs in promoting and

advertising

Reduced work hours and

productivities

Clients

Time and effort in taking in useful

information;  inconvenience and

poorer customer experience

Reluctant to use online
banking services due to
acknowledged security

risk
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State/EU regulatory

bodies

Extra  minimum  spends on

promoting  security  awareness

among citizens

Not found

9 Setting up regular/mandatory security tests and stress tests to improve network security and

resilience

Involved entities/agents

Potential economic impacts

Other potential impacts

Financial Extra medium costs in organizing | Limited participation
agents/entities such tests and possible network | from SMEs

interruptions
Customers Compromised client experiences in | Not found

case of risk test

EU and MS supervisory

bodies

Minor costs in  cooperation,

supervision and coordination

Increased workloads

)l

Increasing international cooperation in security intelligence and cybercrime investigation and

prosecution

Involved entities/agents

Potential economic impacts

Other potential impacts

Financial

agents/entities

Minor costs in information sharing

and cooperation in cybercrime
investigation such as providing e-
LEAs;

state

evidence  for  foreign

permission  required from
authorities to provide e-evidence to

foreign LEAS

Limited by judicial

sovereignty and

diplomatic relationships/
jeopardized during
periods of potential

political tension;

State authority

Setting up/streamlining procedural

requirements to  cope  with

international cooperation among

Not very feasible in case
of lack of MLAs
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participating states

Clients Personal sensitive data transferred to | Not found
foreign LEAs and  foreign
institutions

6.2.3 Transport

Transport networks are defined as critical infrastructure under the EU NIS Directive and critical for
maintaining health, safety, security, and the social and economic well-being of EU citizens. Since our
entering the Digital Age, the rise of ITS (intelligent Transport Systems) integrates ICTs with transport
engineering to plan, design, operate, maintain and manage transport systems and in turn this
significantly contributes to improving the efficiency and operation of such networks.’® But the
increasing dependence on networked devices and remote access and control, as well as the connection
with different operators in much bigger networks, largely increase the sector’s exposure to cybercrime.
A lot of threats to the digitalized, connected transport industry are common to sub-sectors including
those transporting goods and moving people, and those transporting on land, water and air.

According to the findings of Deliverable 4.2, cyber-attacks are common among the interviewed
subjects, whether on purpose or by random. The aim is to break into systems and explore “what is
available”. But threats to the interviewed public transport ticketing company are directly against
personal data, sensitive data and accounts. Types of attacks include DDoS, malware, phishing, etc.
The potential losses include customer data, business information, reputation, service disruption, etc.
But in this sector losses are not that significant at the time of interview and no large attacks have yet
been reported.’®” This sector has generally taken technical and organizational defence measures and
cybersecurity has been an important issue for senior executives. Cyber risk management is usually
integrated into the general risk management mechanism and based on industrial standards such as
related 1SO standards. But not all players have cyber insurance.'®® Furthermore, information sharing
(whether regarding incidents or intelligence) is not a popular practice, although internal sharing is not
rare within the interviewed companies and with national authorities. Competitive disadvantage could

be a consideration for market players.

The recent ENISA report that focused on cyber security and resilience of Intelligent Public Transport
(IPT), in the context of smart cities, provides a similar, but more detailed description of the sub-

sector.’®® The report covers public transport networks including metro, buses, light rail and other

166 «“Cyber Security and Resilience of Intelligent Public Transport. Good Practices and Recommendations — ENISA,” p. 9, accessed
December 5, 2016, https://www.enisa.europa.eu/publications/good-practices-recommendations.

187 Deliverable 4.2, p. 114.

168 |pjd., p. 115.

169 «Cyber Security and Resilience of Intelligent Public Transport. Good Practices and Recommendations — ENISA,” Report/Study,
accessed December 5, 2016, https://www.enisa.europa.eu/publications/good-practices-recommendations.
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modes of mass transport in twelve EU countries. The findings concerning networked public transport
mechanisms may indicate similar problems in other transport sectors. Many general vulnerabilities
revealed by the report are also common to IT systems (privacy and data, customer security, etc.), such
as wireless and cellular communication, permeable integration of physical and virtual layers,
cohabitation between legacy and new systems, and increased automation.® In addition, some specific
vulnerabilities come from areas of scale and complexity of transportation networks, applying
networked technology across large transport systems, multiple interdependent systems, access to real-
time data, higher volumes of passengers and freight, and online passenger services.!’* The major
challenges in the studied field, ENISA pointed out, are the difficulties with integrating security and
safety, inadequate importance and spending on cybersecurity, inadequate checking of
countermeasures, unwillingness to collaborate and exchange information on cybersecurity within and
beyond the sector, slow phasing out of the legacy system, weak situational awareness of cyber threats,

and resistance to security adoption. 17

To combine the recommendations from both studies is possible because ENISA’s recommendations
for IPT can be of great value sectors other than the transportation industry. Following ENISA, we

recommend policy markers take measures to:

1 promote more public-private collaboration at both national and EU levels,

Involved entities/agents | Potential economic impacts Other potential impacts

MS authority and EU | Extra medium cost in establishing | Risk of state interference
institutions platforms or funding of such | or ineffective funding

activities under existing platforms

Transport sector | Minimum cost of time and personnel | Short budget of SMEs

agents/institutions

9 facilitate a common EU approach (a comprehensive strategy and framework) to cybersecurity

Involved entities/agents | Potential economic impacts Other potential impacts

Member state | Costs in funding expert groups and | Risk of over-regulation

0 |bid., pp. 26-27.
17 |pid., pp. 27-28.
172 1bid.
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agents/institutions

optional guidance

authorities and  EU | legislative initiatives and overlapping policy on
institutions paper
Transport sector | Minimum compliance cost in case of | Non-implementation by

SMEs who are short on
budget

9 integrate and converge security efforts from other sectors

Involved entities/agents

Potential economic impacts

Other potential impacts

MS authority and EU

Medium/minimum costs in research

Over-regulation or

agents/institutions

measures

institutions and consultancy regarding interference with market
information and best practice sharing
Transport sector Flexible costs in applying introduced Budget problem with

SMEs

9 foster harmonized sector-specific cybersecurity standards

Involved entities/agents

Potential economic impacts

Other potential impacts

MS authority and EU
authorities

Costs in organizing expertise group

and consultancy

Risk of state interference

or ineffective funding

Transport sector

agents/institutions

Extra costs in implementation

Increasing service cost

For transport operators, we suggest their taking proper measures:

9 integrating cybersecurity in corporate governance

Involved entities/agents

Potential economic impacts

Other potential impacts
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Transport sector

agents/institutions

Minimum  cost in  increasing
workload; extra cost of time and

personnel

Not found

9 implementing risk management in multi-stakeholder environment including external contractors

and dependencies

Involved entities/agents

Potential economic impacts

Other potential impacts

Transport sector

agents/institutions

Medium  cost in increasing

workloads and budget

Not but

manageable for SMEs and

found; not

start-ups

Service and product
providers on supply
chain

Increased cost and time in improving

communication and risk

management

Risk of shifted contractual

duties, especially for

foreign contractors

9 taking security by design and by default as a principle in daily operation and taking cyber security

insurance policies

Involved entities/agents

Potential economic impacts

Other potential impacts

Transport sector

agents/institutions

Medium extra costs and an increase
in workload; and increased service

costs

Budget limit of SMEs and

start-ups

Clients/consumers

Higher service price

Improved trust

Insurance industry

Enlarged market

Not found

9 conducting risk test and participating similar exercises & annually reviewing and updating cyber

security processes, practices and infrastructures

Involved entities/agents

Potential economic impacts

Other potential impacts
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Transport sector Medium cost and increase in Not found
agents/institutions workload
Consumers Service disruption Improving trust
6.2.4 Energy

The importance of the energy sector for EU society is beyond any doubt and this requires strong cyber
security mechanisms which are effective against attacks, especially given that it’s service and
operation has become increasingly dependent on information infrastructure as an operational
backbone. One critical issue is that electricity supply is the prerequisite for the functionality of all
critical services the breakdown of which will lead to large scale catastrophes. Cyber criminals can
paralyze a whole community by attacking the energy sector and cutting off their energy supply.'’® The
risk is escalating given that the EU energy sector is experiencing rapid changes at an unprecedented
scale and pace, especially with respect to the switch to smart energy systems in the context of the
digitalization of energy production and distribution.}’* On the whole, the major energy infrastructure
elements confronting cyber threats, as the DG for Internal Policies recently revealed in a 2016 report,
are in three areas: a) IT systems supporting back office business and administrative functions, b)
operational technology (OT) systems monitoring and managing energy networks including generation
sources, transmission and distribution grids, and also consumer-based energy assets such as smart
grids, and ¢) communications systems providing networked intelligence across OT, IT and emergent
and smart energy domains which are also often interconnected with other public and private

communications networks.1”®

This Report found that the energy sector is already a clear and increasing target of cyber-attacks;'"®

and that cybersecurity attacks may have domino effects across networks of member states, and on

173 A well known example is the cyber attack against Ukrainian power companies that experienced power outages impacting a large number
of customers in Ukraine. See: Catalin Cimpanu, “Cyber-Attack Causes Second Power Grid Outage in the Ukraine in the Past Year,”
BleepingComputeraccessed January 4, 2017, https://www.bleepingcomputer.com/news/government/cyber-attack-causes-second-power-
grid-outage-in-the-ukraine-in-the-past-year/.

1 DG Internal  Policies, “Cyber  Security ~ Strategy for the Energy  Sector,” October 2016, p. 6,
http://webcache.googleusercontent.com/search?q=cache:PlwnBdRaf_gJ:www.europarl.europa.eu/RegData/etudes/STUD/2016/587333/IPOL
_STU(2016)587333_EN.pdf+&cd=1&hl=en&ct=cInk&gl=nl&client=firefox-b. This report has provided a full description of the
digitalization of the energy sector and its increasing dependence on ICTs and connected networks for generation, distribution and
management.

75 |pid., p. 15.

176 |bid., p. 8.
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every aspect of society.'’” Smart grids are a relatively new concept and many application-level
protocols are not designed with adequate security measures to address the threats of fully integrated
smart energy networks, due to minimal experience or relevant information regarding security threats
and incidents.'’® ENISA’s 2016 report on smart grid security revealed that one of the biggest
challenges is the lack of attention to cybersecurity among experts. Other challenges include the lack of
a standard reference architecture for smart grids, the need for an end-to-end security approach based
on a stand architecture, shortage of a separation of cybersecurity and privacy, lack of security by
design, and a much extended attack surface area such as the difficulty in securing end customer houses
from risks.!”® The problem is that many threats resulting in breaches and losses could have been

handled confidentially and not been shared industry wide, resulting in the loss of critical knowledge.°

The nuclear energy company interviewed in Deliverable 4.2 pointed out that for them, the focus has
been traditionally on safety and that an increased focus on cybersecurity is time consuming. The major
threats reviewed in Deliverable 4.2 in this sector include potential manipulation or stoppage of energy
services, leakage of confidential data, and loss of internal data, reputational damages, etc. Good
procedural and technical measures have been well taken by all interviewees for defence and there is a
high preparedness in this sector. But the biggest challenge remains the human factor, while many more
secure technical measures have been introduced. The interviewees all emphasized the human factor as
the weakest link in the sector, the remedy for which remains an important cost factor.'®! For this
sector, 1SO standards for risk management seem to have been applied by all of those interviewed,
ranging from establishing cyber security incident management organizations, to involvement of the
CEO or board as a norm, to the implementation of risk management methodology, to investment in
countermeasures, etc. Also, cybersecurity standards are always part of third party negotiations and
contracts, as well as in outsourcing or procurement with specific requirements.’®? In general, it seems
that this sector has better preparedness than other sectors due to its critical significance to society and

strict legal regulations.

Deliverable 4.2 has not directly proposed recommendations for this sector based on the above
findings. It pointed out that national differences in terms of regulations pose challenges to companies
operating across national borders, because regulations are different and it is not possible to standardize
company’s controls and policies throughout all of these countries.’®® This policy gap can be remedied

at the EU level by initiating pan-EU cybersecurity standards (a minimum set of reference standards at

17 Ibid., pp. 7-8.

178 |hid, p. 18.

1% “ENISA Smart Grid Security Recommendations — ENISA,” Report/Study, 10-11, accessed January 4, 2017,
https://www.enisa.europa.eu/publications/ENISA-smart-grid-security-recommendations.

%0 DG Internal Policies, “Cyber Security Strategy for the Energy Sector, p. 18.

181 Deliverable 4.2, pp. 101-102.

182 pid., p. 102.

183 pid., p. 104.
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least) for the energy sector or the establishment of a cross-EU supervisory body for that end and
coordination, as suggested by both ENISA and DG for the Internal Policy of the European

Parliament.184

Based on reflection on the recommendations of ENISA on smart grids, of the DG for Internal Policies
on the cybersecurity of the energy sector, and our previous general recommendations presented in

Section 4.5, we make the following suggestions to improve cybersecurity, in order of their priority:

9 Setting up a set of minimum sector-specific security standards at the EU level including
mandatory security risk assessments, compliance with specific security certifications, and

establishing regulatory sanctions.

Involved entities/agents | Potential economic impacts Other potential impacts

The European | Medium extra costs Overlapping policies or

Commission or other over-regulation

EU competent

authorities

Sectoral entities/agents Medium for participating in standard | Possible negative
setting and compliance influence on SMEs with a

budget limit
Consumers Higher market price Not found

T Information sharing should be a policy priority by means of standardization and facilitation within
and beyond the sector including other CII sectors across Member States and ICS-SCADA

operators and incident handlers.18

Involved entities/agents | Potential economic impacts Other potential impacts
EU and MS | Medium costs in taking initiatives | Overlapping policies or
governing/supervisor and locating/establishing platforms | over-regulation;

184 A similar recommendation for a minimum reference standard can be found from ENISA with regard to smart grid security and the DG for
Internal Policies in its report on cyber security of the EU energy sector. See: “ENISA Smart Grid Security Recommendations — ENISA,”
Report/Study, 8; DG Internal Policies, “Cyber Security Strategy for the Energy Sector,” p. 31.

18 Industrial Control Systems are command and control networks and systems designed to support industrial processes. The largest subgroup
of ICS is SCADA (Supervisory Control and Data Acquisition) systems. See: “ICS SCADA — ENISA,” Topic, accessed January 6, 2017, at:
https://www.enisa.europa.eu/topics/critical-information-infrastructures-and-services/scada.
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bodies

or institutions to achieve the

intended ends

insufficient participation

Sectoral entities/agents

Medium costs of time and money in

Difficulties for SMEs or

participation in information | start-ups  with  limited
exchange; loss of control of business | budgets
data/reputation

Consumers Higher market price Not found

9 Harmonizing industrial security requirements among member states; the EC should facilitate

agreement between member states regarding a minimum level of harmonization on security and

resiliency requirements and standards.

Involved entities/agents

Potential economic impacts

Other potential impacts

standard setting and compliance

The European | Medium costs in taking initiatives in | Overlapping or over-
authorities reaching agreements through official | regulation

channels
Sectoral entities/agents Medium costs for participating in | Possible negative

influence on SMEs with
difficulty to meet higher
standards; but good for
multi-national enterprises
operating in different
member states

1 Promoting consumer awareness and education on the changes to the energy systems should be

compulsory for energy companies due to the high risk of human weakness.

Involved entities/agents

Potential economic impacts

Other potential impacts
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The

Commission

European

Minimum costs in establishing and

promoting programs

Overlapping activities or

over-regulation

Energy companies and | Minimum cost to promote end user | Possible negative

related services | awareness and education influence on  SMEs

providers without sufficient
resources

Consumers Higher market price; extra time for | Increased cost for solar

taking in information

panel users

T Establishing a common approach for smart energy communication system design and integration,
including creating communication standards and guidelines for a common reference architecture,
technical and operational requirements for smart energy, remote updates and reconfiguration and a

reference risk assessment framework and methodology.

Involved entities/agents | Potential economic impacts Other potential impacts

Competent EU bodies Medium extra costs in taking Risk of over-regulation

and member state initiatives

national authorities

Sectoral entities/agents Compliance cost to meet SMESs may have

communication standards difficulty in meeting

higher standards

Consumers Higher product price Not found

6.2.5 Retail

The retail sector is not a Cl sector that draws full attention from state authorities. But the impact of
cybercrime is on the rise and causes life obstacles for the EU community. In the previous twenty
years, the retail sector has been through fundamental changes by embracing the internet as a sales
platform and meanwhile exposing itself to cyber criminals, as with other industrial sectors. But due to

the cybersecurity improvements in critical sectors, and especially the finance sector, many traditional
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attacks are moving into the retail sector; for instance the recently found Point of Sale (POS) attacks
effecting hotel chains, restaurants or clothes retailers.’®® According to the Ponemon Institute and
Hewlett Packard’s 2015 Cost of the Cybercrime Study, retail ranked in the middle of the average costs
of a cybercrime breach, with the cost about $ 4.8 Million.*®” According to the Verizon Data Breach
Investigation Report 2016, the following main areas took the greatest cyber threats in the retail sector
in the U.S.: web app attacks, point of sale attacks (POS), and payment card skimmers.'® However, the
popular use of ICTs creates chances to counteract cybercriminals. For instance, Microsoft helped with
locating 3,600 stolen laptops with its forensics laboratory through tracing the unique activation code

that allowed a Microsoft worker to create a map of where each laptop had come online.

Similarly, in the EU Deliverable 4.2 contains research with a limited number of sector players
including a producer of luxury goods, a multinational company in retail and finance and a very small
e-commerce company. The result of this research enables us to draw a rough picture of the cybercrime
landscape. With a focus on online retail aspects of operations, most threats are from phishing, malware
based operations, DDoS and attacks, or others exploiting weaknesses in front-end websites, aiming at
credentials of end-customers. Identify theft is the most common method of attack for the sector,
usually in combination with card fraud.’® Direct damages include service disruption, penalties on
commercial agreements, and legal losses, as pointed out in this report, and interviewed companies

were not willing to share information on their direct annual costs from cybercrime.

Generally, a variety of defence measures have been widely taken across the sector, though this
depends on the size of the interviewed company and their resources. But an effective measure is to
completely ban IP addresses from certain countries or areas for online transactions, as well as credit
cards from these countries.!*®® Different training models exist, ranging from internal general knowledge
sharing from IT staff and between all employees, to basic staff training programmers together with
online tests that are mandatory for all employees. But mandatory security measures such as 3D secure
in Europe comes at a price, since drop-out rates during a purchase process with 3D secure are
significantly higher, which leads to lost income for merchants.?®* Indirect impacts of cybercrime
include loss of credibility and turnover, as well as reduced development time on other IT matters.
Adoption of new technology does not take too much time due to the use of open source IT solutions,
and SMEs may not have cyber insurance. However, despite mandatory incident reporting requirements
by national level guidelines and regulations, exchange of information within the sector is not really

happening.t®? Another indirect impact is the slowing down of the introduction of new technologies in

18 «point of Sale Attacks — ENISA,” Info note, accessed January 6, 2017, https://www.enisa.europa.eu/publications/info-notes/point-of-
sale-attacks.

187 «Cybercrime and Industry #6: How Cybercrime Is Affecting The Retail Industry,” Atlas Vaulf accessed January 6, 2017,
http://www.atlasvault.com/blog/2016/8/4/cybercrime-and-industry-6-how-cybercrime-is-affecting-the-retail-industry

188 |pid.

18 Deliverable 4.2, p. 111.

190 |pid.

9 Ipid., p. 112.

192 |pid., p. 113.
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the sector because of increasing cybercrime targeting the sector; for instance, the delay of the

introduction of autonomous ships.*%

We made policy recommendations by mainly following Deliverable 4.2, because there has not been
other major research conducted at the EU level to analyse the recent cybersecurity situation. The lack
of research both at EU and MS level reveals that the significance of the cybersecurity to the retail
sector has not been fully comprehended, possibly due to the comparatively lower monetary loss in
contrast to other Cl sectors. But while the attacks are on the rise in this sector, there should be more

resources invested in this sector either from within the sector or from state authorities.

9 More attention paid to cybersecurity at the board level of SMEs

Involved entities/agents | Potential economic impacts Other potential impacts
Retail agents or | Minimum cost in time and | Reduced attention to
institutions expenditure other issues

State authorities or other | Minimum cost in setting up sector- | Such a requirement might
competent  regulatory | specific security standards not be fully complied

bodies with/over-regulation

9 Encouraging information sharing with respect to cyber intelligence and best practices under the

platforms created by the NIS Directive

Involved entities/agents | Potential economic impacts Other potential impacts
Retail agents or | Medium cost of time and budgets to | Reduced  productivity;
institutions take such activities; especially SMEs | potential reputational

and start-ups may not have enough | damage to a retailer
budget

State authorities or other | Medium cost to create or find
m n regulator itabl latforms for information . .
competent egulatory | suitable platforms fo ormatio Overlapping functions of

bodies exchange, or to establish an incident different institutions: less

database for open public access; or

1% “The Shipping Industry and Tomorrow’s Technology Faces a Serious Threat from Cyber Crime,” The LoadstarDecember 14, 2016,
http://theloadstar.co.uk/shipping-industry-tomorrows-technology-faces-serious-threat-cyber-crime/.

Version 31 January 2017 E-CRIME Deliverable 8.3 Page 65 of 68



to set up expertise group(s) | effective investment by
providing free knowledge and | state
advisors for retailers who lack
technical knowledge
Consumers Higher product price; potential | Not found

disclosure of personal data

1 Improving awareness and education on cybersecurity especially among SMEs

Involved entities/agents

Potential economic impacts

Other potential impacts

Retail agents or

institutions

Increased spends and time resulting

in compromised productivity

Insufficient budget

especially for start-ups

State authorities or other

Medium cost in finding/providing

Not found

purchase/might drop out in online

purchase due to extra cost of time

competent  regulatory | suitable platform(s) and providing
bodies useful information  or  free
educational programs for retailers
and consumers
Consumers Increased time in online | Increasing mutual trust

1 Having systematic standardization of the description of cybersecurity events/incidents

Involved entities/agents

Potential economic impacts

Other potential impacts

competent  regulatory

bodies

standards and implementation

Retail agents or | Medium cost in incident | Reduced attention to

institutions reporting/reduced productivity and | other issues/unwilling to
work hours report incidents

State authorities or other | Minimum cost in  promoting | Risk of non-

implementation/over-

regulation
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Consumers

Risk of

disclosure

personal  information

Not found

1 Encouraging taking out cyber insurance in a voluntary manner

Involved entities/agents

Potential economic impacts

Other potential impacts

Retail agents or

institutions

Medium cost

Positive efforts to meet
operational requirements

from insurance companies

State authorities or other

Medium costs in providing useful

Reduced tax income; and

competent  regulatory | information and supporting cyber | potential  discrimination
bodies insurance programs by offering more | across industrial sectors
real data input, and making
favourable policies such as tax
reduction
Consumers Higher product price, potential | Not found

disclosure of personal data
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7. Conclusion

With the rapid technology development in the Digital Age, the selected 5 sectors are increasingly
digitalized, and organized and operated by means of information infrastructures across the world. This
means not only more internet organized crimes and the shift of various crimes into the cyberspace, but
also numerous new challenges to these sectors in cybersecurity and to law enforcement agencies. The
largely changing cybercrime landscape in the EU certainly needs immediate response from policy and
law makers at EU and Member State levels to protect these sectors’ development and prosperity and
EU citizens’ safety and rights from various criminal harms. For these purposes, the EU and MS
authorities have made considerable efforts to tackle the new challenges through various measures,
including making more new legislations, updating old policies, initiating cooperative activities, and
exploring alternative measures. On the whole, a law and policy framework that covers the majority of
cybercrime issues in the EU has been established at the EU level judging from the present policy and

law developments.

In view of the sectoral circumstances, we recommend that in the near future EU and MS policy makers
and regulators shall focus more on improving cybercrime prevention and strengthening law
enforcement. This shall be done by taking the strategy of “making hard laws really hard and soft laws
much softer” as well explained in Section 6. To have less new laws and policies certainly means that
more political, economic and judicial resources can be put into improving the enforcement,
implementation and compliance of present cybercrime laws. This also means to improve the
cybersecurity circumstances in the selected non-ICT sectors more by means of a variety of measures
of non-binding, soft law nature; for instance, to set up industrial/professional security standards as
guiding criteria for sector players in a self-regulation or co-regulation context aided by EU regulatory

authorities if necessary.

The underlying rationales of these recommendations are that more laws and policies that are not fully
implemented cannot effectively solve problems, that too many regulations and policies may largely
impact the dynamics, innovations and competivity of the selected sectors in adapting to new cyber
environments, and that better sectoral cybersecurity only comes from the collective efforts of both ICT

and non-ICT sectors, and from a combination of both industrial and regulatory undertakings.
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